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Legal Information

© 2021 Hangzhou Hikvision Digital Technology Co., Ltd. All rights reserved.

About this Manual

The Manualncludes instructions for using and managing the Product. Pictures, charts, images and
all other information hereinafter are for description and explanation only. The information
contained in the Manual is subject to change, without notice, due to firmwaetates or other
reasons. Please find the latest version of this Manual at the Hikvision website
(https://www.hikvision.com/).

Please use this Manual with the guidance and assistance of professionals trainpgantisig the
Product.

Trademarks

HIK VISION and other Hikvision's trademarks and logos are the properties of

Hikvision in various jurisdictions.
Other trademarks and logos mentioned are the properties of their respective owners.

HOIMI™ mhe terms HDMI and HDMI HiBlefinition Multimedia Interface, and the HDMI

Logo are trademarks or registered trademarks of HDMI Licensing Administrator, Inc. in the United
States and other countries.

Disclaimer

TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, THIS MANUAL AND THE PRODL
DESCRIBED, WITH ITS HARDWARE, SOFTWARE AND FIRMWARE, ARE PROVIDED "AS I1S" ANI
"WITH ALL FAULTS AND ERRORS". HIKVISION MAKES NO WARRANTIES, EXPRESS OR IMPLIE
INCLUDING WITHOUT LIMITATION, MERCHANTABILITY, SATISFACTORY QUALITY, OR FITNES
A PARTICURAPURPOSE. THE USE OF THE PRODUCT BY YOU IS AT YOUR OWN RISK. IN NO E
WILL HIKVISION BE LIABLE TO YOU FOR ANY SPECIAL, CONSEQUENTIAL, INCIDENTAL, OR I
DAMAGES, INCLUDING, AMONG OTHERS, DAMAGES FOR LOSS OF BUSINESS PROFITS, BUS
INTERRUPTIOBIR LOSS OF DATA, CORRUPTION OF SYSTEMS, OR LOSS OF DOCUMENTATIO|
WHETHER BASED ON BREACH OF CONTRACT, TORT (INCLUDING NEGLIGENCE), PRODUCT
LIABILITY, OR OTHERWISE, IN CONNECTION WITH THE USE OF THE PRODUCT, EVEN IF HIK\
HAS BEEN ADVISED OF THEBMO$®IOF SUCH DAMAGES OR LOSS.

YOU ACKNOWLEDGE THAT THE NATURE OF THE INTERNET PROVIDES FOR INHERENT SECI
RISKS, AND HIKVISION SHALL NOT TAKE ANY RESPONSIBILITIES FOR ABNORMAL OPERATIC
PRIVACY LEAKAGE OR OTHER DAMAGES RESULTING FROMCKBERER ATTACK,

VIRUS INFECTION, OR OTHER INTERNET SECURITY RISKS; HOWEVER, HIKVISION WILL PRO
TIMELY TECHNICAL SUPPORT IF REQUIRED.

YOU AGREE TO USE THIS PRODUCT IN COMPOIAMCE MPPLICABLE LAWS, AND YOU ARE
SOLELY RESPONSIBLE FOR ENSURING THAT YOUR USE CONFORMS TO THE APPLICABLE L
ESPECIALLY, YOU ARE RESPONSIBLE, FOR USING THIS PRODUCT IN A MANNER THAT DOEHC
INFRINGE ON THE RIGHTS OF THIRD PARTIES, INCLUDINGMITAITON, RIGHTS OF
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PUBLICITY, INTELLECTUAL PROPERTY RIGHTS, OR DATA PROTECTION AND OTHER PRIVAC
YOU SHALL NOT USE THIS PRODUCT FOR ANY PROHIBSEH) IRKDUDING THE

DEVELOPMENT OR PRODUCTION OF WEAPONS OF MASS DESTRUCTION, THEQREVELOPME!
PRODUCTION OF CHEMICAL OR BIOLOGICAL WEAPONS, ANY ACTIVITIES IN THE CONTEXT F
TO ANY NUCLEAR EXPLOSIVE OR UNSAFE NUGKEAR EUBR IN SUPPORT OF HUMAN

RIGHTS ABUSES.

IN THE EVENT OF ANY CONFLICTS BETWEEN THIS MANUAL AND THE APPLECABLE LAW, TH
LATTER PREVAILS.
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Regulatory Information

FCC Information

Please take attention that changes or modification not expressly approved by the party
responsible for compliance could void the user's authority to operate the equipment.
FCC compliance: Tlaquipment has been tested and found to comply with the limits for a Class A
digital device, pursuant to part 15 of the FCC Rules. These limits are designed to provide
reasonable protection against harmful interference in a residential installation. Thipragnt
generates, uses and can radiate radio frequency energy and, if not installed and used in
accordance with the instructions, may cause harmful interference to radio communications.
However, there is no guarantee that interference will not occur ragicular installation. If this
equipment does cause harmful interference to radio or television reception, which can be
determined by turning the equipment off and on, the user is encouraged to try to correct the
interference by one or more of the follamg measures:

Reorient or relocate the receiving antenna.

Increase the separation between the equipment and receiver.

Connect the equipment into an outlet on a circuit different from that to which the receiver is

connected.

Consult the dealer or an expericed radio/TV technician for help.

FCC Conditions
This device complies with part 15 of the FCC Rules. Operation is subject to the following two
conditions:
This device may not cause harmful interference.
This device must accept any interference recdjvacluding interference that may cause
undesired operation.

EU Conformity Statement

This product and if applicable- the supplied accessories too are marke

c € with "CE" and comply therefore with the applicable harmonized
European standards listed uedthe EMC Directive 2014/30/EU, LVD
Directive 2014/35/EU, the RoHS Directive 2011/65/EU.

2012/19/EU (WEEE directive): Products marked with this symbol can
be disposed of as unsorted municipal waste in the European Union. |
E proper recyclingreturn this product to your local supplier upon the
purchase of equivalent new equipment, or dispose of it at designated
I collection points. For more information see:
http://www.recyclethis.info .
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2006/66/EC (bttery directive): This product contains a battery that
cannot be disposed of as unsorted municipal waste in the European
Union. See the product documentation for specific battery informatior
The battery is marked with this symbol, which may include lettgto
indicate cadmium (Cd), lead (Pb), or mercury (Hg). For proper recycli
return the battery to your supplier or to a designated collection point.
more information seehttp://www.recyclethis.info.

Industry Canada ICH®3 Compliance
This device meets the CAN I€EE@)/NMB3(A) standards requirements.
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Applicable Model

This manual is applicable to the following models.

Table 11 Applicable Model

Series

Model

DS9600NHS(B)

DS9608NH8(B)

DS9616NH8(B)

DS9632NH8(B)

DS9664NHS(B)

DS9600NH16(B)

DS9616NH16(B)

DS9632NH16(B)

DS9664N416(B)

DS9600N48

DS9608N18

DS9616N48

DS9632N4I18

DS9664N#8

DS9600N+16

DS9616N1416

DS9632N1t116

DS9664N1t16

DS8600N48

DS8608N18

DS8616N148

DS8632N418

DS8664N1418

DS8600N48/24P

DS8632N1418/24P

DS7600N#H?2

DS7608N#H2

DS7616N#H?2

DS7632N4H2

DS7600NH2/P

DS7608N142/8P

DS7616NH2/16P

DS7632N4H2/16P
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Series

Model

DS7700NH4

DS7708NH4

DS7716NH4

DS7732NH4

DS7700NH4(B)

DS7716NH4(B)

DS7732NH4(B)

DS7700NH4/P

DS7708NH4/8P

DS7716NH4/16P

DS7732NH4/16P

DS7700NH4/P(B)

DS7716NH4/16P(B)

DS7732NH4/16P(B)

DS7800N#H?2

DS7808N#H?2

DS7816N#H?2

DS7832N4H2

DS7800NH2/P

DS7808N142/8P

DS7816NH2/16P

DS7832N42/16P

DS7900NH4

DS7916NH4

DS7932NH4

DS7900NH4/P

DS7916NH4/16P

DS7932NH4/16P

DS7932NH4/24P

Vi
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Safety Instruction

Properconfiguration of all passwords and other security settings is the responsibility of the
installer and/or eneuser.
In the use of the product, you must be in strict compliance with the electrical safety regulations
of the nation and region.
Firmly connecthie plug to the power socket. Do not connect several devices to one power
adapter. Power off the device before connecting and disconnecting accessories and peripherals.
Shock hazard! Disconnect all power sources before maintenance.
The equipment must be caorected to an earthed mains socketitlet.
The sockebutlet shall be installed near the equipment and shall be easily accessible.

% indicates hazardous live and the external wiring connected to the terminals requires
installation by an instructed person.
Never place the equipment in an unstable location. The equipment may fall, causing serious
personal injury or death.
Input voltage should meet the SELV (Safety Extra Low Voltage) and the LPS (Limited Power
Source) according to the IEC62368.
High touch currat! Connect to earth before connecting to the power supply.
If smoke, odor or noise rise from the device, turn off the power at once and unplug the power
cable, and then please contact the service center.
Use the device in conjunction with an UPS, andfastry recommended HDD if possible.
This product contains a coin/button cell battery. If the battery is swallowed, it can cause severe
internal burns in just 2 hours and can lead to death.
This equipment is not suitable for use in locations where childrenlikely to be present.
CAUTION: Risk of explosion if the battery is replaced by an incorrect type.
Improper replacement of the battery with an incorrect type may defeat a safeguard (for
example, in the case of some lithium battery types).
Do not dispos of the battery into fire or a hot oven, or mechanically crush or cut the battery,
which may result in an explosion.
Do not leave the battery in an extremely high temperature surrounding environment, which
may result in an explosion or the leakagdlammable liquid or gas.
Do not subject the battery to extremely low air pressure, which may result in an explosion or
the leakage of flammable liquid or gas.
Dispose of used batteries according to the instructions.
Keep body parts away from fan blades andtors. Disconnect the power source during
servicing.
Keep body parts away from motors. Disconnect the power source during servicing.

Vii
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Preventive and Cautionary Tips

Before connecting and operating your device, please be advised of the following tips:
Thedevice is designed for indoor use only. Install it in a-wetitilated, dustfree environment
without liquids.
Ensure recorder is properly secured to a rack or shelf. Major shocks or jolts to the recorder as a
result of dropping it may cause damage t@ tbensitive electronics within the recorder.
The equipment shall not be exposed to dripping or splashing and that no objects filled with
liquids shall be placed on the equipment, such as vases.
No naked flame sources, such as lighted candles, shoysthbed on the equipment.
The ventilation should not be impeded by covering the ventilation openings with items, such as
newspapers, tableloths, curtains, etc. The openings shall never be blocked by placing the
equipment on a bed, sofa, rug or other sianisurface.
For certain models, ensure correct wiring of the terminals for connection to an AC mains supply.
For certain models, the equipment has been designed, when required, modified for connection
to an IT power distribution system.
identifies the batery holder itself and identifies the positioning of the cell(s) inside the
battery holder.
+ identifies the positive terminal(s) of equipment which is used with, or generates direct
current. + identifies the negative terminal(s) of equipment which is weitlt, or generates
direct current.
Keep a minimum 200 mm (7.87 inch) distance around the equipment for sufficient ventilation.
For certain models, ensure correct wiring of the terminals for connection to an AC mains supply.
Use only power supplies listéal the user manual or user instruction.
The USB port of the equipment is used for connecting to a mouse, keyboard, USB flash drive, or
Wi-Fi dongle only.
Use only power supplies listed in the user manual or user instruction.
Do not touch the sharp edges corners.
When the device is running above 45 °C (113 F), or its HDD temperature in S.M.A.R.T. exceeds
the stated value, please ensure the device is running in a cool environment, or replace HDD(Ss)
to make the HDD temperature in S.M.A.R.T. below the dtatdue.

viii
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Content Convention

In order to simplify description, please read the following conventions.
Recorder or device mainly refers to video recorder.
IP device mainly refers to network camera (IP camera), IP dome (speed dome), DVS (Digital
Video Server or NVS (Network Video Server).
Channel mainly refers to the video channel in video recorder.
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Symbol Conventions

The symbols that may be found in this document are defined as follows.

Symbol Description

&Danger Indicates a hazardous situation whidhnot avoided, will or could
result in death or serious injury.

A . Indicates a potentially hazardous situation which, if not avoided,
Caution . .

could result in equipment damage, data loss, performance
degradation, or unexpected results.

EE]Note Providesadditional information to emphasize or supplement
important points of the main text.
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Chapter 1 Basic Operation

1.1 Activate Your Device

1.1.1 Default User and IP Address
Default administrator account: admin.

Default IPv4 address: 192.168.1.64.

1.1.2 Activatevia Local Menu

For the firsttime access, you have to set an admin password to activate your device. No operation
is allowed before activation. You can also activate the device via web browser, SADP or client
software.

Steps
1. Enter the admin passwotdice.

admin

[ Export GUID .

(8]4

Flease respect other people's privacy and rights when using produci

Figure 11 Activate via Local Menu
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Warning

We highly recommend you to create a strong password of your own choosing (using a minimum
of 8 characters, including at least three kinds of following categories: upper case letters, lower
case letters, nmbers, and special characters) in order to increase the security of your product.
And we recommend you reset your password regularly, especially in the high security system,
resetting the password monthly or weekly can better protect your product.

2. Enter a password to activate network cameras that are connected to the device.
3. ClickOK

EE]Note

After the device is activated, you should properly keep the password.

What to do next

Follow the wizard to set basic parameters.
There are methods to resgbur password when you forget. You have to configure at least one
password resetting method after activation.
For HikConnect configuration, refer t@onfigure HikConnecffor details.

1.1.3 Activate via SADP

SADP software issed for detecting the online device, activating the device, and resetting its
password.

Before You Start

Get the SADP software from the supplied disk or the official website, and install the SADP
according to the prompts.

Steps

1. Connect your video recder power supply to an electrical outlet and turn on it.
2. Run the SADP software to search the online recorders.
3. Check the recorder status from the device list, and select the inactive recorder.




Network Video Recorder User Manual

| Software Version | 1Pv4 Gateway | HTTP Port | Device Serial No.

Inactive 192.168.1.64

You can modify the network parameters after

“Select'inactive device.™ v i

Input and confirm
password.

Figure 12 Activate via SADP
4. Create and input theew password in the password field, and confirm the password.

ClilNote

We highly recommend you to create a strong password of your own choosing (using a minimum
of 8 characters, including at least three kinds of following categories: upper case letters, lower
case letters, numbers, and special characters) in order to increase the security of your product.
And we recommend you reset your password regularly, especially in the high security system,
resetting the password monthly or weekly can better protect yprgduct.

5. ClickActivate.

1.1.4 Activate via Client Software

The client software is versatile video management software for multiple kinds of devices.
Before You Start

Get the client software from the supplied disk or the official website, and irtbakoftware
according to the prompts.

Steps
1. Run the client software and the control panel of the software pops up, as shown below.
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File System View Tool Help ‘ iVMS-4200 admn @ & gh 145208 & - =@ x

—
B=  Control Panel

Operation and Control
! 33 Remote Playback
i ontrolling PTZ ‘3 Seal the record files and
functi d setting image = playback.

Maintenance and Management

Device Management m_ Event Management
n s and |

iration of alarm, abnormal
s and linkage actions of the

al parameters.

1 Log Search System C
it - - - - Canfi
nd backup local and Config
: ' s

Figure 13 Control Panel
2. ClickDevice Managemento enter the Device Management interface, as shown below.
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File System View Tool Help ‘ iVMS-4200 admin @ & S 162504 &4 - @ x
B Control Panel ¢2  Device Management
= Server @ Group
Organization Device for Management (0}
_ Add Device Modify Delete Remote C...  VCAAlloca Activate Refresh All Filter
Add New Device Type Nickname + |IP Device Serial No Security Net Status HDD Statu
Online Device (3) Refresh Every 155
Add to Client Add All Modify Metinfo Resei Password Activate Filter
IP Device Type Firmware Version ¥ | Security Server Port | Starttime Al
1092.168.1.64 XXX Wxaxxbuild xooooo Inactive 8000 2015-03-20 16:13:47 N
Encoding device: 10.16.1.222 XU-XOOOOCXX Vx.x.xbuild xxexx Active 8000 2015-03-20 10:27:51 Mo
DVR/DVSMNVRIPCPDAVMS-4200
PCMNVR/iVMS-4200 EncodeCard 192.0.0.64 KA-XKXXXK-XXX Waxxbuild xoooox Active 8000 2015-03-20 07:53:43 Nc .
server \ R

@ L5 B s Motion Detection Alarm

Figue 1-4 Device Management Interface

3. Check the recorder status from the device list, and select an inactive recorder.

4. ClickActivateto pop up the Activation interface.
5. Create a password and input the password in the password field, and confirrasbe/qrd.

ClilNote

We highly recommend you to create a strong password of your own choosing (using a minimum
of 8 characters, including at least three kinds of following categories: upper case letters, lower
case letters, numbers, and special characters) depto increase the security of your product.

And we recommend you reset your password regularly, especially in the high security system,
resetting the password monthly or weekly can better protect your product.
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User Mame: admin
Password: Ty
Strong
Valid password range [8-16]. You can
use a combination of numbers,
lowercase, uppercase and special
character for your password with at least
two kinds of them contained.
Confirm Mew Password: unuu|
Ok Cancel

Figure 15 Activation

6. ClickOKto start activation.
7. ClickModify Netinfo to pop up the Network Parameter Modification interface, as shown below.

Modify Network Parameter x

MAC Address: KH-XOK-HK-XK M- XX Copy

Software Version: Vs xbuild soooxx Copy

Device Serial No.: KH-OOOOOOOOOOCOOOOOGOOOOOOOOONOX Copy
DHCP

Port: 2000

+ |Pv4(Enable)

IP address: 192.168.1.64

Subnet Mask: 255.255.255.0

Gateway: 192.168.1.1
IPv6(Disable)

Passwaord:

OK Cancel

Figure 16 Modify Network Parameters

8. Change the recorder IP address to the same subnet with your computer.
Modify the IP address maally.CheckEnable DHCP
9. Input the password to activate your IP address modification.

1.1.5 Activate via Web Browser

You can get access to the recorder via web browser. You may use one of the following web
browsers: Internet Explorer 6.0 amdbove, Apple Safari, Mozilla Firefox, and Google Chrome. The
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supported resolutions include 1024 x 768 and above.

Steps
1. Enter the IP address in web browser, and then pEgger. The default IP address is

192.168.1.64.

User Name admin

Password sssscnenens ]
Strong

Confirm sssssssnnes

Figure 17 Web Browser Activatin
2. Set the password for the admin user account.

EE]Note

We highly recommend you to create a strong password of your own choosing (using a minimum
of 8 characters, including at least three kinds of following categories: upper case letters, lower
case lettes, numbers, and special characters) in order to increase the security of your product.
And we recommend you reset your password regularly, especially in the high security system,
resetting the password monthly or weekly can better protect your product.

3. ClickOK

1.2 Configure TCP/IP

TCP/IP must be properly configured before operating your device over a network. Both IPv4 and
IPv6 are available.

Steps

1. Go toSystempNetwork Th TCP/IP
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Working Mode Net Fault-Tolerance
IPv4

Enable DHCP

IPv4 Address

IPv4 Subnet Mask Preferred DNS Server

IPv4 Default Gateway Alternate DNS Server
MAC Address
MTU(Bytes) 1500 f MTU is less than 1280, IPvE related functions will be ur
Main NIC LAN1

Figure 18 TCP/IP Settings
2. SelecWorking ModeasNet-Fault Toleranceor Multi-Address Mode

Net-Fault Tolerance

The two NIC cards use the same IP address, and you can select the main NIC to LAN1 or LAN2.
In this way, in case of one NIC card failure, the device will automatically enable another
standby NIC card sas to ensure the normal running of the system.

Multi -Address Mode

The parameters of the two NIC cards can be configured independently. You can select LAN1
or LAN2 under Select NIC for parameter settings. Select one NIC card as the default route.
When thesystem connects with the extranet, the data will be forwarded through the default
route.

3. ClickPv4or IPv6as you required.

4. Optional: Checknable DHC® obtain IP settings automatically if a DHCP server is available on

the network.
5. Set relategparameters.

lilNote

Valid MTU value range is from 500 to 1500.

6. ClickApply.




Network Video Recorder User Manual

1.3 Configure HDD

Ensure the video recorder storage media is well. You can install at least one HDD and initialize it,
or create a RAID and initialize it.

1.4 Add NetworkCamera

Before you can get live video or record the video files, you must add the network cameras to the
connection list of the device.

Before You Start
Ensure the network connection is valid and correct and the IP camera to add has been activated.

Steps

1. Clickc—1 on the main menu bar.
2. ClickCustom Addab on the title bar.

Add IP Camera (Custom)

IP Camera Address 110.110.1.11
Protocol ONVIF
Management Port 80
Transfer Protocol Auto
User Name admin

AREREEEE

Password

Continue to Add Add

Figure 19 Add IP Camera

3. Enter IP address, protocol, management port, and other IP camera information to add.
4. Enter the login user name and password of the IP camera.

5. ClickAddto finish the adding of the IP camera.

6. Optional: ClickContinue to Addio continue to add additional IP cameras.
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1.4.1 Add Automatically Searched Online Network Camera

Steps

1. Clicke_1 on the main menu.

2. ClickNumber of Unadded Onlin®eviceat the bottom.

3. Select the automatically searched online network cameras.

4. ClickAddto add the camera which has the same login password with the video recorder.

1 Xz

Add ‘) Refresh Activate

| No. Status Security IP Address Edit Device Model Protocol Management ...

] 1 & Active | | | 8000

Figure 110 Add Automatically Searched Online Network Camera

E@Note

If the networkcamera to add has not been activated, you can activate it in the network camera
list of camera management interface.

1.4.2 Add Network Camera Manually

Before you view live video or record video files, you must add network cameras to the device.

Before You Start
Ensure the network connection is valid and correct, and the network camera is activated.

Steps
1. Click=_] on the main menu.

2. ClickCustom Add
3. Set the parameters. For examplle,Camera Addres®rotocol, etc.

[E]Note

Management porranges from 1 to 65535.

10
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Figure 111 Add Network Camera

4. Optional: Checkise Channel Default Passwortad use the default password to add the camera.

5. Optional: Checknable IP Camera Time Sytcsynchronize the time of the connected IP
camera autonatically. For details, refer i Camera Time Sync

6. Optional: Checklise Default Porto use the default management port to add the camera. For
SDK service, the default port value is 8000. For enhanced SDK serviceathiewiddie is 8443.

[:E]Note

The function is only available when you use HIKVISION protocol.

7. Optional: ChecWerify Certificateto verify the camera with certificate. The certificate is a form
of identification for the camera that provides more secure camera authentication. It requires to
import the network camera certificate to the device first when you use this function. Failslet
refer to Import Network Camera Certificate

EE]Note

The enhanced SDK service is only available when you use HIKVISION protocol.

8. Optional: Cliclsearchto search other network cameras.
9. Optional: ClickContinue to Adl to add other network cameras.
10. CliclAdd.

1.4.3 Add Network Camera Through PoE

The PoE interfaces enable the device system to pass electrical power safely, along with data, on
Ethernet cabling to the connected PoE cameras. Supported POE camera ruaribsiwith device
module. If you disable the PoE interface, you can also connect to the online network cameras. And

11
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the PoE interface supports the Plagd-Play function.

Add PoE Camera

Steps

1. Go toCamera hCamera hPoE Settings
2. Enable or disableng network cable mode by selectihgng Distancer Short Distance

Long Distance
Longdistance (100 to 300 meters) network transmissions via PoE interface.

Short Distance
Shortdistance (< 100 meters) network transmission via PoE interface.

lilNote

ThePoE ports are enabled with the short distance mode by default.

The bandwidth of IP camera connected to the PoE via long network cable (100 to 300 meters)
cannot exceed 6 MP.

The allowed max. long network cable may be less than 300 meters dependindevardifP

camera models and cable materials.

When the transmission distance reaches 100 to 250 meters, you must use the CAT5E or CAT6
network cable to connect with the PoE interface.

When the transmission distance reaches 250 to 300 meters, you musheseAT6 network

cable to connect with the PoE interface.

12
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B Actual power: 0.0W. Remaining power: 200.0W. ‘(D
Channel w::wLong Distance (UShort Distance Channel Status Actual Power
D1 L) Disconnected 0.0w
D2 D Disconnected 0.0w
D5 o Disconnected 0.0w
Deé 0 Disconnected 0.0w
D7 ° Disconnected 0.0w
D8 Q Disconnected 0.0w
D9 D Disconnected 0.0w
D10 D Disconnected 0.0w
D11 D Disconnected 0.0W
D12 D Disconnected 0.0W
D13 D Disconnected 0.0W
D14 0 Disconnected 0.0w
D15 o Disconnected 0.0w
D16 Q Disconnected 0.0w

Figure 212 Add PoE Camera

3. ClickApply.
4. Connect PoE cameras to device PoE ports with network cables.
5. Go toCamerahCameralhlP Camerdo view camera image and information.

Add NonPoENetwork Camera

You can disable the PoE interface by selecting the manual while the current channel can be used
as a normal channel and the parameters can also be edited.
Steps

1. Go toCamerdhCameralhlP Camera
2. Position the cursor on a window witlo finked network camera and clic

13
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Edit IP Camera

IP Camera No D1

Adding Method Manual -
IP Camera Address 192.168.254 .2
Protocol HIKVISION -
Management Port 8000
Channel Port 1 -
Transfer Protocol Auto -
User Name admin

Password

Figure 113 Edit Network Camera
3. SelecAdding MethodasManual.

Plugand-Play
The camera is physically connected to the PoE interface. Its parameters cannot be edited. You
can go toSystemhNetwork ThTCP/IRo change IP address of PoE port.

Manual

Add IP camera without physical connection via network.
4. EnterlP addressUser Name andPassword
5. ClickOK

1.4.4 Add Network Camera via Customized Protocol

For network cameras that are not using standard protocols, you can configure customized
protocols to add them. The system provides 8 customized protocols.
Steps

1. Clicks—] on the main menu.
2. Go toMore SettingsihProtocol

14
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[:E]Note

3. Set protocoparameters.

Type
The network camera adopting custom protocol must support getting stream through
standard RTSP.

Path

Contact the manufacturer of network camera for the URL (Uniform Resource Locator) of
getting main stream and suftream.

EE]Note

Theprotocol type and the transfer protocol must be supported by the network camera to add.

4. ClickOK

5. ClickCustom Addo add cameras.
6. Set the parameters.

7. ClickOK

1.5 Connect to Platform

1.5.1 Configure ISUP

SDK is based on Intelligent Secutdilink Protocol (ISUP). It provides APIs, library files, and
commands for the thireparty platform to access devices such as NVRs, speed domes, DVRs,
network cameras, mobile NVRs, mobile devices, decoding devices, etc. With this protocol, the
third-party platform can realize functions like live view, playback,-tmay audio, PTZ control, etc.

Steps
1. Go toSystemlhNetwork MlhAdvancedbPlatform Access

15
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Access Type ISUP

Enable

Server Address

Server Port 7660
Registration Status Offline
Device ID 720251740
Version ISUP5.0

oooooooo

Encryption Password

Figure 114 ISUP Settings

2. SelecAccess TypasISUP
3. Checlkenable

lilNote

Enabling ISUP wdisable other platform access.

4. Set the related parameters.

Server Address
The platform server IP address.

Server Port
The platform server port, ranges from 1024 to 65535. The actual port shall be provided by the
platform.

Device ID
Device ID shalle provided by the platform.

Version
ISUP protocol version, only V5.0 is available.

Encryption Password

Encryption password is required when using ISUP V5.0 version, it provides more secure
communication between the device and platform. Enter it for fiemtion after the device is
registered to the ISUP platform. It cannot be empty, or "ABCDEF".

5. ClickApplyto save the settings and restart the device.

What to do next
You can see the registration status (online or offline) after the device is redtarte

16
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1.5.2 Configure HHConnect

Hik-Connect provides mobile phone application and platform service to access and manage your
video recorder, which enables you to get a convenient remote access to the surveillance system.

Steps
1. Go toSystemNetwork 'hAdvancedihPlatform Access
2. Checlenableto activate the function. Then the service terms will pop up.

1) EnterVerification Code
2) Scan the QR code to read the service terms and privacy statement.
3) Checkhe HikConnect service will require Interrteaccess. Please read Service Terms and

Privacy Statement before enabling the servigeyou agree with the service terms and

privacy statement.
4) ClickOK

lilNote

Hik-Connect is disabled by default.
The verification code is empty by default. It must @int6 to 12 letters or numbers, and it is

case sensitive.

3. Optional: Configure following parameters.
CheckCustomand enterServer Addresas your desire.
CheckeEnable Stream Encryptigrihen verification code is required for remote access and
live view.
CheckTime Syncand the device will sync time with Honnect instead of NTP server.

4. Bind your device with a H&onnect account.

1) Use a smart phone to scan the QR code, and downloaGadtikect app. You can also

download it fromhttps://appstore.hikvision.com or the QR code below. Refer k-
Connect Mobile Client User Mandai details.

Figure 115 Download HikConnect
2) Use HilConnect to scan the device QR, and bind the device.

17
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[:E]Note

If the device is already bound with an account, you can tlidiindto unbind with the
current account.

5. ClickApply.

What to do next
You can access your video recorder viaGbknect.

18



Network Video Recorder User Manual

Chapter 2 Camera Settings

2.1 Configure Image Parameters

You can customize image parameters, including day/night switch, backlight, contrast, and
saturation inCamera bDisplay
Image Settings

Customize the image parameters including brightness, contrast, and saturation.

Exposure
Set the camera exposure tinf#/10000 to 1 sec). A larger exposure value results in a brighter
image.

Day/Night Switch

Set the camera to day, night, or auto switch mode according to time or the surrounding
illumination condition. When the light diminishes at night, the camera catckes to night
mode with high quality black and white image.

Backlight

Set the camera's wide dynamic range (0 to 100). When the surrounding illumination and the
object have large differences in brightness, you can set the WDR value to balance the Baghtne
level of the whole image.

Image Enhancement
For optimized image contrast enhancement that reduces noise in video stream.

2.2 Configure OSD

You can configure the OSD (Sareen Display) for the camera, including date/time, camera name,
etc.

Steps

1. Go toCamerahDisplay

2. Select a camera as your desire.

3. Edit name ifCamera Name

4. CheclbDisplay NameDisplay Dateand Display Weeko show the information on the image.
5. Set the date format, time format, and display mode.

19
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Camera [D2] IPdome
Camera Name IPdome
OSD Settings v
Display Name
1 Display Date
[08-28-2017 Mon 16 : 32: 45 Display Week
Date Format MM-DD-YYYY
Time For... 24-hour
Display M... Non-Transparent & No ~
OSD Font 16x16
Image Settings >
Exposure >
Day/Night Switch >
Backlight >
Image Enhancement >

Apply

Figure 21 OSD Sé&ngs

6. Drag the text frame on the preview window to adjust the OSD position.
7. ClickApply.

2.3 Configure Privacy Mask

The privacy mask protects personal privacy by concealing parts of the image from kive view or
recording with a masked area.

Steps

1. Go toCamera hPrivacy Mask

2. Select a camera to set privacy mask.

3. Checlenable

4. Draw a zone on the window. The zone will be marked by different frame colors.

20
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Camera [D6] Camera 01 v

[“|Enable

08-23-2017 Wed 11:52:49
Clear Area 1

[ Clear Area 2

[[] Clear Area 3

[ Clear Area 4

Camera U= 4ag

Clear All

Figure 22 Privacy Mask Settings

lilnote

Up to 4 privacy masks zones can be configamedi the size of each area can be adjusted.
You can clear the configured privacy mask zones on the window by clicking the corresponding
clear zone 1 to 4 icons on the right of the window, or ditdar Allto clear all zones.

5. ClickApply.

2.4 IP Camea Time Sync
The device can automatically synchronize the time of connected IP camera after enabling this
function.

Steps
1. Go toCamerd hCameralhlP Camera
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2. Position the cursor on the window of the IP camera and click
3. Checlenable IP Camer@ime Sync
4. ClickOK
5. Optional: All IPC channels can be enabled/disabled with shortcuts.
1) Go toMaintenancelhSystem ServicEhMore Settings
2) ClickTime Sync ConfiguratigrselectEnable IPC Time SyoncDisable IPC Time Syt
enable/disable dteduled time sync for all IPC/IoT channels.

DeepinMind

LVIEW-NOW UPNP Reporting  Time Sync Configuration

Figure 23 IP Camera Time Sync

EE]Note

This function is only available for the admin user.

2.5 Import Network Camera Certificate

Import the network camera certificate to the video recorder.

Steps

1. Log in thenetwork camera via web browser.

2. Go toConfigurationlhNetwork MhAdvanced SettingfbHTTP®n the web browser to export
its certificate.

3. Clickexportat Export Certificateto save the certificate.

4. Log in the video recorder by web browser.

5. Go toConfigurationlhSystemihSecuritylhTrusted Root Certification Authoritiefhlmport.

6. Clicdmport to import the network camera certificate.
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2.6 Import/Export IP Camera Configuration Files

The IP camera information, including the IP address,agarport, password of admin, etc., can be
saved in Microsoft Excel format and backed up to the local device. The exported file can be edited
on a PC, including adding or deleting the content, and copying the setting to other devices by
importing the Excdiile to it.

Before You Start

When importing the configuration file, connect the storage device that contains the configuration
file to the device.

Steps
1. Go toCameral hlP Camera Import/Export
2. ClickP Camera Import/Exportand the detectedxternal device contents appear.
3. Export or import the IP camera configuration files.
¢ ClickExportto export the configuration files to the selected local backup device.
¢ To import a configuration file, select the file from the selected backup devicelaid
Import.

lilNote

After the importing process is completed, you must reboot the device to activate the settings.

2.7 Save Camera VCA Data

After saving camera VCA data to your device, you will be able to search the camera VCA data.
Go toStoragelbAdvancedto enable the function.

2.8 Upgrade IP Cameras

The IP camera can be remotely upgraded through the device.

Before You Start

Ensure you have inserted the USB flash drive to the device, and it contains the IP camera upgrade
firmware.

Steps
1. On tke camera management interface, select a camera.
2. Go toMore SettingsihUpgrade
3. Select the firmware upgrade file from the USB flash drive.
4. ClickUpgrade
The IP camera will reboot automatically after the upgrading completes.
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Chapter 3 Live View
Live view displays the video image getting from each camera in real time.

3.1 Start Live View

Click <= on the main menu bar.
Select a window and double click a camera from the channel list to play the live image of the
camera.
Double click a window to viewin singlescreen mode. Double click again to exit sirggecen
mode.
Use the toolbar at the playing window bottom to realize the capture, instant playback, audio
on/off, digital zoom, live view strategy, show information and start/stop recording, etc.

EE]Note

Click Bl at the lower right corner to stop atlay continuous recordings.

Click @ to start/stop autoswitch. The screen will automatically switch to the next one.
Single clicH@llto enable VCA information display. Double cl@io disable VCA informitn
display.

E@Note

Click [@ at the lower right corner to enable/disable VCA information display for all channels.
VCA information of 16 channels (maximum) is available.

Move the cursor to a window, and right click your mouse to display the shortcut mieite o
window. The shortcut menu will be different according to the window.

Full Screen

Single Screen »

Window Division »
Previous Screen
Next Screen

Start Auto-swilch

Add IP Camera

Figure 31 Shortcut Menu
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[:E]Note

If exception occurs, error information will be displayed on the screen. @idio edit the
parameters of different channel(s).

3.1.1 ConfigurdLive View Settings
Live View settings can be customized. You can configure the output interface, dwell time for
screen to be shown, mute or turning on the audio, the screen number for each channel, etc.

Steps
1. Go toSystemlpLive View hGeneral

Video Output Interface VGAHDMI - Event Qutput VGAHDMI
Live View Mode 272 > Full Screen Monitoring Dwell Time 10s

Dwell Time 5s

Enable Audio Output

Volume 1 - 5

Apply

Figue 3-2 Live ViewGeneral
2. Configure the live view parameters.

Video Output Interface
Select the video output to configure.

Live View Mode
Select the display mode for Live View, e.g., 2*2, 1*5, etc.
Dwell Time

The time in seconds to wait between switehiof cameras when using auswitch in Live
View.

Enable Audio Output
Enable/disable audio output for the selected video output.

Volume
Adjust the Live View volume, playback and tway audio for the selected output interface.

Event Output
Select theoutput to show event video.

Full Screen Monitoring Dwell Time
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Set the time in seconds to show alarm event screen.
3. ClickOK

3.1.2 Configure Live View Layout

Live view displays the video image getting from each camera in real time.

Configure Custom Live€iew Layout

Steps

1. Go toSystemlpLive ViewhView.

2. Clickset Custom Layout

3. Click ~ on the Custom Layout Configuration interface.
4. Edit the layout name.

5. Select a window division mode from the toolbar.

Custom Layout Configuration

4 [ B CHED B 2
Custom Layout 1 1 2

Cuslom Layout 2

Figure 33 Configure Live View Layout

6. Select multiple windows and clid to joint the windows. The selected windows must be in
rectangle area.

7. ClickSave
The successfully configured layout is displayed in the list.

8. Optional: Select a live view layout from the list and c[~’kto edit the name, or click>< to
delete the name.
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Configure Live View Mode

Steps

1. Go toSystemlpLive ViewhView.

2. Select the video output interface.

3. Select a layout or custom layout from the toolbar.

4. Select a division window, and dowaléckon a camera in the list to link the camera to the
window.

[E]Note

You can also clieknd-drag the camera to the desired window on the Live View interface to
set the camera order.
You can enter the number in the text field to quickly search the camera frenigh

5. ClickApply.
6. Optional: Clickz: to start live view for all channels, or cli(C. to stop all live view channels.

3.1.3 Switch Main/Auxiliary Port

Only the image displaying at the main port can enter main menu and achieve device operation.
Youcan click %= in Live View mode, or go ®ystemlhLive Viem hGeneralto switch the
main/auxiliary port

If your device has 2 HDMI interfaces and 2 VGA interfaces. HDMI1 and VGA1 are the main ports,
and videos output are provided simultaneously. HDMI2 ¥@A2 are auxiliary ports, and videos
output are provided simultaneously.

3.2 Digital Zoom

Digital Zoom zooms into the live image in different magnifications (1x to 16x).

Steps

1. Start live view.

2. Click @ from the toolbar.

3. Move the sliding bar acroll the mouse wheel to zoom in/out the image to different
magnifications (1x to 16x).
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Figure 34 Digital Zoom

3.3 Fisheye View

The device supports the fisheye camera expansion in Live View or playback mode.

Before You Start

The fisheye expansion videature is supported only by certain models.
The connected camera must support the fisheye view.

Steps
1. Start live view, click

2. Select the expansion view mode.

to enter the fisheye expansion mode.

Table 31 Fisheye View Icon Description

panorama view.

Icon Descrption Icon Description
Switch the Live View Switch the Live View
180°Panorama’) | image to the 180° 360°Panorama () |image to the 360°

panorama view.

PTZ Expansion()

The PTZ Expansion i
the closeup view of
some defined area in
the fisheye view or
panorama expansion

It supports the

Radial Expansion ()

In radial expansion
mode, the whole
wide-angle view of
the fisheye camex is
displayed. This view
mode is called
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Icon Descrption Icon Description
electronic PTZ Fisheye View becaus
function, also called it approximates the
e-PTZ. GAaAZ2Y 27

convex eye. The lens
produces curvilinear
Images of a large
area, while distorting
the perspective and
angles of objects in
the image.

3.4 3DPositioning

3D Positioning zooms in/out a specific live image area.

Steps
1. Start live view, and clic@j.
2. Zoom in/out the image.
¢ Zoom in: Click on the desired position in the video image and drag a rectangle area in the
lower right direction to zoormi.
¢ Zoom out: Drag a rectangle area in the upper left direction to move the position to the center
and enable the rectangle area to zoom out.

3.5 Configure Channédero Encoding

Enable the channelero encoding when you need to get a remote view of manyokbs in real
time from a web browser or CMS (Client Management System) software, in order to decrease the
bandwidth requirement without affecting the image quality.

Steps

1. Go toSystemihLive ViewhChannelZero.
2. Checlkenable ChanneZero Encoding
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Enable Channel-Zero Encoding

Frame Rate Full Frame -
Max. Bitrate Mode General -
Max. Bitrate(Kbps) 1792

Apply

Figure 35 ChannelZzero Encoding
3. Configurd~=rame RateMax. Bitrate Mode andMax. Bitrate.

ClilNote

The higher frame rate and bitrate require the higher bandwidth.

4. ClickApply.
You can view all the channels on one screen via CMS or web browser.

3.6 PTZ Control

3.6.1 Configure PTZ Parameters

Follow these procedures to set the PTZ parameters. The PTZ parameters configuration must be
done before you can control the PTZ camera.
Steps

1. Click = on the quick settings toolbar of the PTZ camera.
2. ClickPTZ Parameters Settings set the PTZ parameters.
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PTZ Parameter Settings

PTZ Protocol PELCO-C -

Address 0

Address range: 0~255

Figure 36 PTZ Parameters Settings
3. Edit the PTZ parameters.

lilNote

All the parameters should be exactly match the PTZ camera parameters.

4. ClickOKto save the settings.

3.6.2 Set a Preset

Presets record the PTZ position and the status of zoom, focus, iris, etc. You can call a preset to
guickly move the camera to the predefined position.

Steps

1. Click = on the quick settings toolbar of the PTZ camera's live view.
2. Click directional buttes to wheel the camera to a location.

3. Adjust the zoom, focus and iris status.

4. Click in the lower right corner of Live View to set the preset.

1 v Preset 1 | Call

Apply | Cancel

Figure 37 Set Preset
. Select the preset No. (1 to 255) from the diabgwn list.
. Enter the presetame.
. ClickApplyto save the preset.
. Optional: Clickancelo cancel the location information of the preset.

00 ~N O O
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9. Optional: ClicH in the lower right corner of Live View to view the configured presets.

No available preset. No available preset. No available preset. No available preset.

Figure 38 View the Configured Presets

3.6.3Call a Preset

A preset enables the camera to point to a specified position such as a window when an event
takes place.

Steps

1. Click == on the quick settings toolbar of the PTZ camera'’s Live View.

2. Click@ in the lower right corner of Live View to séiet preset.

3. Select the preset No. from the drajmwn list.

4. ClickCallto call it, or clickl in the lower right corner of Live View, and click the configured
preset to call it.

1 ~ | Preset 1 | Call | Apply | Cancel

Figure 39 Call Preset (1)

No available preset. No available preset. No available preset. No available preset.

Figure 310 Call Preset (2)

3.6.4 Set a Pabl

Patrols can be set to move the PTZ to key points and have it stay there for a set duration before
moving on to the next key point. The key points are correspond to the presets.
Steps

1. Click == on the quick settings toolbar of the PTZ camera’s ligevvi
2. ClickPatrolto configure patrol.
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Aux Function Patrol Pattern

Patrol1
3¢ Set ® call ® Stop

Figure 311 Patrol Configuration
3. Select the patrol No.

4. ClickSet

Patrol Settings-Patrol 1

X
+Xt 3
No Preset Speed Duration Edit
1 Preset 1 1 15
2 Preset2 1

15

Figure 312 Patrol Settings
5. Click + to add a key point to the patrol.
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KeyPoint
Preset Preset 1 ~
Speed 1 v
Duration 15 ~

Figure 313 Key Point Configuration
1) Configure key poirgarameters.

Preset

Determines the order the PTZ will follow while cycling through the patrol.
Speed

Defines the speed the PTZ will move from one key point to the next.

Duration

Refers to the duration to stay at the corresponding key point.
2) ClickApply to save the key points to the patrol.
6. Other operation is as follows.

Table 32 Operation Description

Openratlo Description Openratlo Description
b4 Select a key point to delete. 2 Edit the added key point.
) Adjust the key point order 'l Adjust thekey point order

7. ClickApplyto save the patrol settings.

3.6.5 Call a Patrol

Calling a patrol makes the PTZ move according to the predefined patrol path.

Steps

1. Click == on the quick settings toolbar of the PTZ camera's live view.
2. ClickPatrol on the PTZ control panel.
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Aux Function Patrol Pattern
Patrol1

& Set ® call (® stop

Figure 314 Patrol Configuration

3. Select a patrol.
4. ClickCallto start the patrol.
5. Optional: Clicstopto stop the patrol.

3.6.6 Set a Pattern

Patterns can be set by recording the movement of the PTZ. You can qadittbin to make the
PTZ move according to the predefined path.
Steps

1. Click = on the quick settings toolbar of the PTZ camera's live view.
2. ClickPatternto configure a pattern.

Aux Function Patrol Pattern

Pattern1

® Record () Call (® Stop

Figure 315 Pattern Configuration

3. Select the pattern No.

4. Set thepattern.
1) ClickRecordto start recording.
2) Click corresponding buttons on the control panel to move the PTZ camera.
3) ClickStopto stop recording. The PTZ movement is recorded as the pattern.
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3.6.7 Call a Pattern

Follow the procedure to move the P€@mera according to the predefined patterns.
Steps

1. Click == on the quick settings toolbar of the PTZ camera's live view.
2. ClickPatternto configure pattern.

Aux Function Patrol Pattern
Pattern1

® Record () Call (® stop

Figure 316 Pattern Configuration

3. Select a pattern.
4. ClicikCallto start the pattern.
5. Optional: Cliclstopto stop the pattern.

3.6.8 Set Linear Scan Limit

Linear Scan trigger a scan in the horizontal direction in the predefined range.

Before You Start
Make sure the connected IP camera supports the PTZ function and is properly cahnecte

[:E]Note

This function is supported only by certain models.

Steps

1. Click = on the quick settings toolbar of the PTZ camera's live view.
2. Click directional buttons to wheel the camera to a location, and loéttk_imitor Right Limitto
link the lo@tion to the corresponding limit.

[:E]Note

The speed dome linear scans from the left limit to the right limit, and you must set the left limit
on the left side of the right limit. Also, the angle from the left limit to the right limit must be not
greater than180°.
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3.6.9 OneTouch Park

Certain speed dome models can be configured to start a predefined park action (scan, preset,
patrol, etc.) automatically after a period of inactivity (park time).
Before You Start
Before operating this function, make sure tbennected camera supports linear scan and is in
HIKVISION protocol.
Steps
1. Click . on the quick settings toolbar of the PTZ camera's live view.
2. ClickPark (Quick Patro))Park (Patrol 1)or Park (Preset 1jo activate the park action.
Park (Quick Btrol)
The dome starts patrolling from the predefined preset 1 to preset 32 in order after the park
time. Undefined presets will be skipped.
Park (Patrol 1)
The dome starts moving according to the predefined patrol 1 path after the park time.

Park (Presel)
The dome moves to the predefined preset 1 location after the park time.

lilNote

The park time can be set only via the speed dome configuration interface. The default value is
5s by default.

3. Optional: Cliclstop Park (Quick Patrqglstop Parlk(Patrol 1) or Stop Park (Preset 1p
inactivate it.
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Chapter 4 Recording and Playback

4.1 Recording

4.1.1 Configure Recording Parameters

Configure Video Parameters
Go toCamerdhVideo Parameters

Main Stream

Main stream refers to the primary stream thatfects data recorded to the hard disk drive and will
directly determine your recording quality and image size.

Comparing with the sulstream, the main stream can provide a higher quality video with higher
resolution and frame rate.

Frame Rate (FPS-rames per Second)
It refers to the number of frames captured each second. A higher frame rate is advantageous
when there is movement in the video stream, as it maintains image quality throughout.
Resolution

Image resolution is a measure of how much detaligital image can hold. The greater the
resolution, the greater the level of detail. Resolution can be specified as the number of pixel
columns (width) by the number of pixedws (height), e.g., 1024 x 768.

Bitrate Type

The bit rate (in kbit/s or Mbit/sis often referred to as speed, but actually defines the number of
bits/time unit rather than distance/time unit. Two types including variable or constant are
available.

Enable H.265+

H.265+ is an optimized encoding technology based on the standar&MHE8GC compression.
With H.265+, the video quality is almost the same as that of H.265/HEVC but with less
transmission bandwidth and storage capacity required.

lilNote

A higher resolution, frame rate and bit rate setting will offer you better video qudlitijt will
also require more internet bandwidth and use more storage space on the hard disk drive.
H.265+ encoding technology is only available for certain models.
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SubStream

Substream is a second code that runs alongside the main stream. It allowt® yeduce the

outgoing internet bandwidth without sacrificing your direct recording quality.

Substream is often exclusively used by apps to view live video. Users with limited internet speeds
may benefit most from this setting.

Video Quality

Set the viego quality as you desire. The higher video quality results in more storage space
requirement.

Configure Advanced Parameters

Steps

1. Go toStoragel'hScheduldhRecord
2. Checlenable Schedul® enable scheduled recording.
3. ClickAdvancedto set the addanced parameters.

Advanced Parameters

Record Audio:

Pre-Record: 5s
Post-Record: 5s

Stream Type: Main Stream
Expired Time (day): 5

Redundant Record/Capture

Cancel
Figure 41 Advanced Record Settings

Record Audio
Enable or disable audio recording.

Pre-record

The time you set to record before the scheduled time or event. For example, when an alarm
triggers the recording at 10:00, and if you & pre-record time as 5 seconds, the camera
records at 9:59:55.

Postrecord

The time you set to record after the event or the scheduled time. For example, when an
alarm triggered recording ends at 11:00, and if you set the-pasbrd time as 5 seconds,
records till 11:00:05.

Stream Type

Main stream and suistream are selectable for recording. When you selectsibam, you
can record for a longer time with the same storage space.
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Expired Time
The expired time is period for a recorded file to be kiepthe HDD. When the deadline is
reached, the file will be deleted. If you set the expired time to O, the file will not be deleted.
The actual keeping time for the file should be determined by the capacity of the HDD.
Redundant Record/Capture

By enablig redundant record or capture you save the record and captured picture in the
redundant HDD.

4.1.2 Enable H.265 Stream Access

The device can automatically switch to the H.265 stream of IP camera (which supports H.265 video
format) for the initial access.
Go toCamerabhMore SettingsihH.265 Auto Switch Configuratioto enable the function.

4.1.3 ANR

ANR (Automatic Network Replenishment) can automatically enable SD card of network camera to
save the video in the condition of network disconnection, and gentlsronize data after the
network is recovered.
Before You Start
Ensure the network connection between your device and network cameras is valid and correct.
Ensure the network camera has been installed with an SD card.
Steps

1. Log in your device via wélbowser and go t@€ConfigurationfhStoragel'hSchedule SettingBh
Advanced

2. Checlenable ANR

3. ClickOK

4.1.4 Manual Recording

You can clic{f§ to manually start/stop recording videos at live view.

4.1.5 Configure Recording Schedule

Thecamera would automatically start/stop recording according to the configured recording
schedule.

Before You Start

Ensure you have installed the HDDs to the device or added the network disks before storing the
video files, pictures and log files.
Before erablingMotion, Alarm, M | A (motion or alarm)M & A (motion and alarm), ané&vent
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triggered recording and capture, you must configure the motion detection settings, alarm input
settings and other events as well. RefeMGAEvent Alarmfor details.

Steps

1. Go toStoragelhScheduldhRecord
2. Select a camera.

3. Checlenable Schedule

4. Select a recording type.

Continuous
Scheduled recording.

Event
Recording triggered by all event triggered alarm.

Motion
Recording tiggered by motion detection.

Alarm
Recording triggered by alarm.

M/A
Recording triggered by either motion detection or alarm.

M&A
Recording triggered by motion detection and alarm.

POS

Recording triggered by POS and alarm.
5. Drag the cursor on timiegar to set the record schedule.
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Camera No. [D3] Camera 01

Enable Schedule [

Advanced

B continuous [l Event I wotion B Atarm Pwma M&A None Edit

0 2 4 6 8 10 12 14 16 18 20 22 24

von NN
w AN ENNNNNNNEEEE. -
.
w Al
Fri L
sat NN N N I O
so [HHEEEEEEEEEENEEEEEEE-.

o

~

Copy to Apply

Figure 42 Record Schedule

ClilNote

You can repeat the above steps to set schedule recording or capture for each day in the
week.
Continuous recording is applied to each day by default.

6. Optional: Copy the recordirsghedule to other camera(s).
1) ClickCopy ta
2) Select camera(s) to duplicate with the same schedule settings.
3) ClickOK

7. ClickApply.

4.1.6 Configure Holiday Recording

You may want to have different plan for recording on holiday, this fun&ltmws you to set the
recording schedule on holiday for the year.

Steps

1. Go toSystemihHoliday.
2. Select a holiday item from the list.
3. Click = to edit the selected holiday.
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4. Checkenable

Edit

Enable

Holiday M... Holiday1

Mode By Month -
Start Date Jan - 1 -
End Date Feb - 8 -

Figure 43 Edit Holiday Settings

5. SetHoliday NameMode, Start Date andEnd Date
6. ClickOK

7. Set the schedule for holiday recording. RefeCtmfigure Recording Schedtar details.

4.2 Playback

4.2.1 Instant Playback

Instant playback enables the device to play teeorded video files recorded in the last five
minutes. If no video is found, it means there is no recording during the last five minutes.

After selecting the camera dove View you can move the cursor to the window bottom to access
the toolbar, and clik © to start instant playback.
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4.2.2 Play Normal Video

Go toPlayback select date and camera(s[1] [4] [o] is the window division
shortcut for grouping cameras and playing videos. You can also select camera(s) from the list to
achieve simultaneous playback of multiple camera(s).

Position the cursor on playback window, and use the toolbar at the bottom to perfdayback
operations. Refer t®layback Operation$or details.

EE]Note

256x playing speed is supported.
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Channel
[ES I 3 I (I I £

[D1] IPCamera 01

[D10] IPCamera 10

Time
2020 Oct

S M T W T F

4 5 6 7 8 9

1 12 13 14 15 16

[
18 19 |2 |21 22 23

25 26 27 28 29 30

Figure 45 Play Normal Video

4.2.3 Play Smart Searched Video

In smart playback mode, the device can analyze vitleatscontaining motion, line, or intrusion
detection information, and mark them in red.

Go toPlayback clickSmart and then click motion detectior | ), line crossing detectior ), or

intrusion detection ) in the toolbar at the bottom to play the videss your desire.

For certain cameras that have enabled human and vehicle of motion detection, you caliclick

or [B to search human and vehicle targets. When you are playing back videos that contain human
or vehicle targets, the device cannot use the vid@bat contain human or vehicle targets) to

apply a double analysis of line crossing detect ) 6r intrusion detection| ).

Channel

2020 Oct

4 5 6 7 8 9

1 12 13 14 15 16

18 19 |20 |21 22 23

25 26 27 28 29 30

Custom Search

Figure 46 Payback by Smart Search
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4.2.4 Play Custom Searched Files

You can play video by customized search conditions.

Steps

1. Go toPlayback

2. Select camera(s) from the list.

3. ClickCustom Searcht the lowerleft corner.

4. Select a search method. For examfearch by Appearance

5. Set search conditions

6. ClickStart SearchThe search result list displays 1 channel.

7. ClickChannetlto select a channel as your desire. It will display search results for the selected
channel.

8. Optional: Clicke to play a video.

9. Click = tolock a file. The locked file will not be overwritten.

10. Optional: Export search results tbackup device.
1) Select file(s) in the search result list, or ch8elect Alko select all files.
2) Clickexportto export the selected file(s) to a backup device.

lilNote

You can clicH] to view export progress.
You can click v to return to search inteace.

4.2.5 Play Tag Files

Video tag allows you to record information, such as people and locations of a certain time point,
during playback. You can use video tag(s) to search video files and position time point.

Add Tag Files

Steps

1. Go toPlayback

2. Search and play back the video file(s).
3. Click<’ to add the tag.

4. Edit the tag information.

5. ClickOK

lilNote

Max. 64 tags can be added to a single video file.
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Play Tag Files

Steps

1. Go toPlayback

2. ClickCustom Searcht the lowerleft corner.

3. Clicksearch by Tag

4. Set search conditions, including time and tag keyword.

5. ClickStart SearchThe search result list displays 1 channel.

6. ClickChannelto select a channel as your desire. It will display searchteefulthe selected

channel.
. Click © to play a video.
8. Optional: Export search results to a backup device.
1) Select file(s) in the search result list, or ch8elect Alko select all files.
2) Clickexportto export the selected file(s) to a backup device.

EE]Note

You can clicHfl to view export progress.
You can click v to return to search interface.

\I

4.2.6 Play by Suberiods

The video files can be played in multiple qadriods simultaneously on thecreen.

Steps

. Go toPlayback

. Click! 1 at the lowekrleft corner.

. Select a camera.

. Set the start time and end time for searching video.

. Select the different muHperiod at the lowerright corner, e.g., €eriod.

E@Note

According to the defing number of splitscreens, the video files on the selected date can be
divided into average segments for playback. E.qg., if there are video files existing between 16:00
and 22:00, and the-8creen display mode is selected, then it can play the videofditels hour

on each screen simultaneously.

apbr wWNBEF
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4.2.7 Play External Files

You can play files from external storage devices.

Before You Start
Connect the storage device with the video files to your device.

Steps

1. Go toPlayback
2. Click = at the lowekleft corner.
3. Clickp, or doubleclick the file to play it.

4.3 Playback Operations

4.3.1 Edit Video Clips

You can cut and export video clips during playback.

Steps

1. Go toPlayback

2. Click »¢ at the bottom toolbar.

3. Set the start time and end time. You can click to set the time period, or set a time segment
on time bar.

4. Click = to save the video clip to a storage device.

4.3.2 Thumbnails View

With the thumbnails view on the playback interface, you can convelyiéocate the required
video files on the time bar.
In the playback mode, position the cursor on time bar to get preview thumbnails.

Figure 47 Thumbnails View
You can click a thumbnail to enter the fatireen playback.
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Chapter 5 Picture Capture

[E]Note

This chapter is only available for certain models.

5.1 Configure Parameters

The picture refers to the live picture captured in continuous or event recording.
You can edit picture parameters $toragel'hScheduldhCapturelhAdvanced

Resolution
Set thepicture resolution.
Picture Quality
Set picture quality to low, medium or high. Higher quality requires more storage space.
Interval
The live picture capture interval.
Capture Delay Time
The duration of capturing pictures.

5.2 Configure Capture Scheaul

The device will automatically capture picture according to the schedule.

Before You Start
Ensure you have installed HDDs, or added network disks for storage.

Steps

1. Go toStoragel'hScheduld hCapture

2. Select a camera.

3. Set the picture capture schedule. RefeConfigure Recording Schedul® schedule setting
detalils.

5.3 Configure Holiday Capture Schedule

You can set the capture schedule on holidays of the year. The recorder will fal@ay capture
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plan as its capture priority during holidays.

Before You Start

Ensure you have installed HDDs, or added network disks for storage.
Steps

1. Go toSystemlhHoliday.

2. Select a holiday item from the list and cli

3. Checlenable

4. Edit holiday parameters, including name, mode, and date.

Edit

Enable

Holiday N... Holiday1

Mode By Month -
Start Date Jan - 1 -
End Date Feb - 8 -

Figure 51 Edit Holiday Settings

5. ClickOK
6. Set the holiday capture schedule. Refe€Cmnfigure Recording Schedutar schedule setting
details.
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Chapter 6 Even

6.1 Normal Event Alarm

6.1.1 Configure Motion Detection Alarms

Motion detection enables the device to detect the moving objects in the monitored area and
trigger alarms.

Steps

1. Go toSystemlhEvent'hNormal EventthMotion Detection.
2. Select @amera.

3. Checlenable

4. Set the motion detection rule.

For cameras have  ClickDraw Areato draw the detection area(s) on the preview scree
human and vehicle  SetDetection TargeasHumanor Vehicleto discard alarms which
detection function.  are nottriggered by human body or vehicle.

For cameras do not ClickFull screerto set the fultscreen as the detection area, or drag
have human and on the preview screen to draw the customized detection area.
vehicle detection

function.

5. SetSensitivity
Sansitivity
Sensitivityranges from 0 to 100. It allows you to calibrate how readily movement triggers the
alarm. A higher value results in the more readily to triggers motion detection.

6. Set the arming schedule. Refer@onfigure Arming Schedule
7. Set linkage actions. Refer@mnfigure Linkage Actions

6.1.2 Configure Video Loss Alarms

Video loss detection detects video loss of a channel and takes alarm response action(s).

Steps

1. Go toSystemhEventrbNormal EventhVideo Loss

2. Select a camera.

3. Checlenable

4. Set the arming schedule. Refer@onfigure Arming Schedule
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5. Set linkage actions. Refer@onfigue Linkage Actions

6.1.3 Configure Video Tampering Alarms

Video tampering detection triggered an alarm when the camera lens is covered and takes alarm
response action(s).

Steps

1. Go toSystemlhEventlhNormal EventhVideo Tampering

2. Select a camera.

3. Checlenable

4. Set the video tampering area. Drag on the preview screen to draw the customized video
tampering area.

5. SetSensitivity(0-2). 3 levels are available. The sensitivity calibrates how readily movement
triggers the alarm. A higher valuaore readily triggers the video tampering detection.

6. Set the arming schedule. Refer@onfigure Arming Schedule

7. Set linkage actions. Refer@mnfigure Linkage Actions

6.1.4 Configur&sensor Alarms

Set the handling action of an external sensor alarm.

Steps

1. Go toSystemlhEventlhNormal EventbAlarm Input

2. Select an alarm input item from the list and cl ¢

3. Select the alarm input type.

4. Edit the alarm name.

5. Checknput.

6. Set the arming schedule. Refer@onfigure Arming Schedule
7. Set linkage actions. Refer@mnfigure Linkage Actions

6.1.5 Configure Exceptions Alarms

Exception events can be configurextake the event hint in the Live View window and trigger
alarm output and linkage actions.

Steps

1. Go toSystemhEventfhNormal Event'hException

2. Optional: Enable the event hint to display it in the live view window.
1) Checlenable Event Hint
2) Click:=> to select the exception type(s) to take the event hint.
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Event Hint Settings

~|HDD Full

~IHDD Error

~INetwork Disconnected
~|IP Conflicted

“lllegal Login

~Video Signal Loss
~]Alarm Input Triggered

~\fideo Tamper Detected

OK Cancel

Figure 61 Event Hint Settings
3. Select an exception type.

Enable Event Hint [/

Event Hint Config...

Exception Type HDD Full ~

Figure 62 Exceptions Handling
4. Set the linkage actions. Refer@onfigure Linkage Actions

6.1.6 Configure Combined Alarm

Combined alarm combines events with alarm input. The combined alarm will be triggered when it
receives alarms from both alarm input and events. Event types include motion detection, video
tampering detection, and other smiaevents such as line crossing detection, intrusion detection,
etc.

Before You Start

Ensure the channel has been assigned with event alarm as your desire, and the alarm input has
been configured (refer t€onfigure Sensohlarms).

Steps

1. Go toSystemlhEventlhNormal EventbAlarm Input
2. Select an alarm input item from the list and cl = ¢
3. SelecBettingsasinput.
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4. ClickCombined Alarm

5. Select a channel as your desire.
6. SelecCombined Alarm Event

7. ClickApply.

E@Note

The combined alarm arming schedule and linkage action are the same as the selected event(s).

Edit

Alarm Input No.  Local<-1 - Type N.C
Alarm Name
Sellings Nonuse Input One-Key Dis...

Arming Schedule Linkage Aclion Combined Alarm

Select Channel  [D4] IPCamera 04

Combined Alar.. Video Tampering
Motion
Face (Face Capture)
Vehicle
Line Crossing
Intrusion

Region Enirance

[ YT,

Figure 63 Combined Alarm

6.2 VCA Event Alarm

The device supports receiving VCA detections sent by connected IP cameras. Enablefignce
VCA detection on the IP camera settings interface first.
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[:E]Note

VCA detections must be supported by the connected IP camera.
Refer to the network camera user manual for detailed VCA detection instructions.

6.2.1 Temperature Screening

After spedied thermography cameras are connected, the device can display temperature
measurement results, and notify you with audio alert when normal or abnormal temperature is
detected.

Before You Start
Ensure your thermography camera supports this function, iargdproperly configured.

Steps

1. Go toSystemlhEventlhSmart Event

2. Select the optical channel of thermography camera.

3. Clickace Capture

4. Optional: ChecBave VCA Pictutte save the captured pictures of face detection.

5. Set the arming schedule. Refer@onfigure Arming Schedule

6. Set linkage actions. Refer@mnfigure Linkage Actionsf you only requires to implement
linkage actions when the thermograpltamera detects abnormal temperature, check
Abnormal Body Temperaturén Rule Settings

[E]Note

The abnormal temperature is detected and defined by the thermography camera.

7. ClickApply.

What to do next

You can checlZ of Targetin live view to view detection results.
You can go t&ile ManagementhSmart SearclihSearch by Appearand® search detection
results.

6.2.2 Transparent Transmission

Transparent transmission makes a large variety of events configurable, and thea¢ewens from
cameras can be directly transmitted. For events which are not listed in smart event, they will be
listed in the transparent transmission list. The list will only display events which the connected
cameras support. You can custom the event desion as your desire. Transparent transmission
is configurable via web browser.

Before You Start
Ensure you have correctly connected camera(s) that supports transparent transmission.
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Steps

1. Go toConfigurationfhEventfbMore Eventd hTransparent Transission ConfigurationThe
available events are listed Event Description List
2. ClickTemplate Listo export the template list file.

EE]Note

The template list is for reference only. It cannot be deleted or edited.

3. EditEvent Descriptioraccordingo your camera and the template list.
Event Type
The event type shall be the same as your camera event.

Event Description

The event description can be customized. After the event type is recognized, the device will
display the event description as tleeent name.
4. Clicksave

What to do next
Go toConfigurationflbEventifhSmart EvenfhMore Eventsto configure events.

6.2.3 Hard Hat Detection

Hard hat detection detects people who are not wearing hard hats. You can configure the arming
schedule andinkage actions. Hard hat detection is configurable via web browser.

6.2.4 Face Capture
The face capture detects and captures faces appearing in the surveillance scene. Linkage actions
can be triggered when a human face is detected.

Steps

1. Go toSmart AalysisfhSmart Event SettinghFacial Recognition
2. Click-ace Capture

56



Network Video Recorder User Manual

[ /Enable Face... Sensitivity 1

Arming Schedule  Linkage Action

I continuous None Edit

0 2 4 6 8 10 12 14 16 18 20 22 24
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Figure 64 Face Capture

3. Select a camera to configure.

4. Checlenable Face Capture

5. Optional: ChecBave VCA Picturte save the captured pictures of face detection.
6. Setthe detection sensitivity.

ClilNote

Sensitivity range: Fb]. The higher the value is, the easier faces will be detected.

7. Set the arming schedule. ReferQonfigure Arming Schedule
8. Set linkage actions. Refer@onfigure Linkage Actions
9. ClickApply.

6.2.5 Line Crossing Detection

Line crossing detection detects people, vehicles, and objects crossing a set virtual line. The
detection direction can be set as bidirectional, from teftright or from right to left.

Steps

1. Go toSmart Analysi§hSmart Event SettinghPerimeter Protection
2. Select a camera.
3. ClicKkline Crossing
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Enable Line Crossing Detection

Area Settings Arming Schedule  Linkage Action

11-19-2019 Tue 16:

Arming Area 1

Direction A<->B

Sensitivity 1 w— 100 S0

Target Human Vehicle

Draw Area Clear

Apply

Figure 65 Line Crossing Detection
4. Checlenable Line Crossing Detection
5. Optional: ChecBaveVCA Pictureo save the captured pictures of line crossing detection.
6. Set the line crossing detection rules and detection areas.
1) Select an arming area.
2) SelecDirectionasA<>B A->B or A<B.

A<>B
Only the arrow on the B side shows. Whenadpect goes across the configured line with
both directions can be detected and alarms are triggered.
A->B
Only the object crossing the configured line from the A side to the B side can be detected.
B->A

Only the object crossing the configured line frtme B side to the A side can be detected.
3) Set the detection sensitivity. The higher the value is, the more easily the detection alarm can
be triggered.
4) ClickDraw Region
5) Draw a virtual line in the preview window.
7. Optional: Draw the maximum sifminimum size for targets.

ClilNote

Only the targets in the size ranging from maximum size to minimum size will trigger line crossing
detection.

1) Clickvax. SizéMin. Size
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2) Draw an area in preview window.
3) Clickstop Drawing

8. Optional: SeledDetection TargeasHumanor Vehicleto discard alarms which are not
triggered by human body or vehicle.

9. Set the arming schedule. Refer@onfigure Arming Schedule

10. Set linkage actions. Refer@onfigure Linkage Actions

11. ClickApply.

6.2.6 Intrusion Detection

Intrusion detection function detects people, vehicles or other objects that enter and loiter in a
pre-defined virtual region. Specific actions can be taken when an alariggered.
Steps

1. Go toSmart Analysi§hSmart Event SettingehPerimeter Protection
2. Select a camera.
3. ClicKntrusion.

Enable Intrusion Detection

Area Settings  Arming Schedule  Linkage Action

Virtual Plane 1
Time Thre... 0 == 10 5
Sensitivity 1 == 100 50

Target Human Vehicle

SUP359iT02

Stop Drawing Clear

Figure 66 Intrusion Detection

4. Checlenable Intrusion Detection
5. Optional: Checave VCA Picturte save the capturethtrusion detection pictures.
6. Set the detection rules and detection areas.

1) Select a virtual panel. Up to 4 virtual panels are selectable.

2) SefTime ThresholdandSensitivity.

Time Threshold

The time an object loiter in the region. When the duoatiof the object in the defined
detection area exceeds the threshold, the device will trigger an alarm.
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Sensitivity
Sensitivity is the object size which is able to trigger an alarm. The higher the sensitivity is,
the more easily the detection alarm wilé triggered.
3) ClickDraw Area
4) Draw a quadrilateral in the preview window.
7. Optional: Draw the maximum size/minimum size for targets.

[E]Note

Only the targets in the size ranging from maximum size to minimum size will trigger Intrusion
detection.

1) ClickMax. SizéMin. Size
2) Draw an area in preview window.
3) Clickstop Drawing
8. Optional: SeledDetection TargeasHumanor Vehicleto discard alarms which are not
triggered by human body or vehicle.
9. Set the arming schedule. Refer@onfigure Arming Schedule
10. Set linkage actions. Refer@onfigure Linkage Actions
11. ClickApply.

6.2.7 Region Entrance Detection

Region entrance detection detects objects that enter a predsfivirtual region.
Steps

1. Go toSmart Analysi$bhSmart Event SettingBhPerimeter Protection
2. Select a camera.
3. ClickRegion Entrance Detection
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Enable Region Entrance De..

Area Settings  Arming Schedule Linkage Action

Arming Area 1
Sensitivity 1 = == 100 50

Target ... Human ... Vehicle

P359iT02 Zooa

Stop Drawing Clear

Figure 67 Region Entrance Detection

4. Checlenable Region Entrance Detection
5. Optional: ChecBave VCA Picturte save the captured pictures of region entrance detection

pictures.
6. Set detection rules and detection areas.
1) SelecArming Region

ClilNote

Up to 4 regions are selectable.

2) SetSensitivity.

Sensitivity
The higher the value is, treasier the detection alarm will be triggered. Its range 4(0].
3) Clickbraw Regionand draw a quadrilateral in the preview window.
7. Optional: Draw the maximum size/minimum size for targets. Only the targets in the size ranging
from maximum sizéo minimum size will trigger line crossing detection.
1) Clickvax. SizéMin. Size
2) Draw an area in preview window.
3) ClickStop Drawing
8. Optional: SeledDetection TargemsHumanor Vehicleto discard alarms which are not
triggered by human bodyrovehicle.
9. Set the arming schedule. Refer@onfigure Arming Schedule
10. Set linkage actions. Refer@onfigure Linkage Actions
11. CliclApply.
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6.2.8 Region Exiting Detection

Regiorexiting detection detects objects that exit from a predefined virtual region.

Steps
1. Go toSmart Analysi$bSmart Event SettingBhPerimeter Protection

2. Select a camera.
3. Clickregion Exiting

Enable Region Exiting Dete

Area Settings Arming Schedule  Linkage Action

Arming Area 1
Sensitivity 1 == 100 50

Target .. Human ... Vehicle

P359iT02

Stop Drawing Clear

Figure 68 Region Exiting Detection

4. Checlkenable Rgion Exiting Detection
5. Optional: ChecBave VCA Picturt® save the captured region exiting detection pictures.
6. Follow these steps to set the detection rules and detection areas.
1) SelecArming RegionUp to 4 regions are selectable.
2) SetSensiivity . The higher the value is, the more easily the detection alarm will be triggered.
Its range is [ALOO].
3) Clickbraw Regiorand draw a quadrilateral in the preview window.
7. Optional: Draw the maximum size/minimum size for targets. Only the tangéte size ranging
from maximum size to minimum size will trigger line crossing detection.
1) ClickMax. SizéMin. Size
2) Draw an area in preview window.
3) ClickStop Drawing
8. Optional: SeledDetection TargeasHumanor Vehicleto discard alarms which are not
triggered by human body or vehicle.
9. Set the arming schedule. ReferGonfigure Arming Schedule
10. Set linkage actions. Refer@onfigure Linkage Actions
11. CliclApply.
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6.2.9 Vehicle Detection

Vehicle detection, available in the road traffic monitoring, is tend to detect the passed vehicle on
the road, and capture its license plate at the same time.

Steps

. Go toSmart Analysi$bSmart Event SettingBhVehicle Detection

. Select a camera.

. Clickvenhicle

. CheclEnable Vehicle Detectian

. Optional: Chec8ave VCA Pictute save the captured vehicle detection pictures.

. Configure rules, includingrea SettingsPicture, Overlay ContentandBlodlist and Allowlist

O U, WNPE

Area Settings
Up to 4 lanes are selectable.

Blocklist and Allowlist

You can export the file first to see its format, and edit it and import it to the device.
7. ClickApply.

lilNote

Refer toNetwork Camera User Manufar detailed instructions for the vehicle detection.

0o

. Set the arming schedule. ReferGonfigure Arming Schedule
9. Set the linkage actions. Refer@onfigure Linkage Actions

6.2.10 Muti-TargetType Detection

Multi-target-type detection enables the device to detect the faces, human bodies and vehicles
simultaneously in a scene.

Steps

1. Go toSmart Analysi$bSmart Event SettingBhVideo Structuralization
2. Select a camera.
3. Checlenable MultiTargetType Detection
4. Optional: ChecBave VCA Pictuite save the captured intrusion detection pictures.
5. Set detection area.
1) ClickDraw Area
2) Adjust the red frame on the image to draw the detection area. It is full scredefaylt.
3) ClickStop Drawing
6. Set the arming schedule. Refer@onfigure Arming Schedule
7. Set linkage actions. Refer@mnfigure Linkage Actions
8. ClickApply.
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6.2.11 LoiteringDetection

Loitering detection is used to detect whether a target stays within a specified area longer than the
set time and trigger alarm for linked actions.

Steps

1. Go toSmart Analysi$bSmart Event SettinghOther Events
2. Select a camera.
3. Clicioitering Detection

Enable Loitering Detection

Area Settings  Arming Schedule  Linkage Action

Arming Area 1
Time Thres...1 — se— — 10 1

Sensitivity 1 e— — 100 96

Draw Area Clear

Apply

Figure 69 Loitering Detection

4. Checlenable Loitering Detection
5. Optional: ChecBave VCA Picturt® save the captured loitering detection pictures.
6. Set loitering detection parameters.

1) SelecArming Area

E@Note

Up to 4areas are selectable.

2) SefTime Threshold

Time Threshold

The time of the target staying in the region. If the value is 10, an alarm is triggered after the
target has stayed in the region for 10 s. RangetQJL
3) SetSensitivity.
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Sensitivity
Similarity of the background image to the object. The higher the value is, more easily the
detection alarm will be triggered.
7. Set the arming schedule. Refer@onfigure Arming Schedule
8. Set the linkage actions. ReterConfigure Linkage Actions
9. ClickApply.

6.2.12 People Gathering Detection

People gathering detection is used to detect whether the density of human bodies within a
specified area exceeds the set value and trigger afaminked actions.

Steps

1. Go toSmart Analysi$bSmart Event SettingehOther Events
2. Select a camera.
3. ClickPeople Gathering

|Enable People Gathering D...

Area Seflings  Arming Schedule  Linkage Action

1444444944494444
03-06-2019 FHA= 20:18:28 7 Arming Area 1

Percentage 1 = = 100 1

Draw Area Clear

Apply

Figure 610 People Gathering Detection

4. Checlenable People Gathering Detection
5. Optional: ChecBave VCAIctureto save the captured people gathering detection pictures.
6. Set people gathering detection parameters.

1) SeleciArming Area
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[:E]Note

Up to 4 areas are selectable.

2) Clickbraw Areato draw a quadrilateral in the preview window by specifying feetices of
the area.
3) SetPercentage

Percentage

The density of human bodies within the area. If it exceeds the threshold value, the device
will trigger alarm.

7. Set the arming schedule. Refer@onfigure Arming Schediel

8. Set the linkage actions. Refer@onfigure Linkage Actions

9. ClickApply.

6.2.13 Fast Moving Detection

Fast moving detection is used to detect suspicious running and chasingspeexul, and fast
moving. It willtrigger alarm when an object is moving fast and send notification to arming host so
that necessary actions can be taken in advance.

Steps

1. Go toSmart Analysi$§hSmart Event SettingehOther Events
2. Select a camera.
3. Clickast Moving
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Enable Fast Moving Detection

Area Seflings  Arming Schedule  Linkage Action

4444444444444
04-05-2019 PHATL 20:31: Arming Area 1

Sensitivity 1 ee——— 100 | 100

Draw Area Clear

Apply

Figure6-11 Fast Moving Detection

4. Checlenable Fast Moving
5. Optional: ChecBave VCA Pictuite save the captured fast moving detection pictures.
6. Set fast moving detection parameters.
1) SelecArming RegionUp to 4 regions are selectable.
2) Clickbraw Areato draw a quadrilateral in the preview window by specifying four vertices of
the area.
3) SetSensitivity.
Sensitivity
Similarity of the background image to the object. The higher the value is, more easily the
detection alarm will be triggered.
7. &t the arming schedule. Refer @onfigure Arming Schedule
8. Set the linkage actions. Refer@onfigure Linkage Actions
9. ClickApply.

6.2.14 Parking Detection

Parking detection is used ttetect parking violation in the area, applicable in expressway and one
way street.

Steps

1. Go toSmart Analysi$bSmart Event SettinghOther Events
2. Select a camera.
3. ClickParking
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Enable Parking Detection

Area Seftings  Arming Schedule  Linkage Action

1444444444944

03-06-2019 PFHH= 20:26:14 ™ Arming Area 1
Time Thres..5 = — 20 5

Sensitivity 1 = == 100 100

Draw Area Clear

Apply

Figure 612 Parking Detection

4. Checlenable Parking Detectian
5. Optional: ChecBave VCA Pictuit® save the captured parking detection pictures.
6. Set parking detection parameters.

1) SelecArming Area

[ENote

Up to 4 areas are selectable.

2) SefTime Threshold

Time Threshold

The time of a vehicle staying the region. If the value is 10, an alarm will be triggered after
the vehicle has stayed in the region for 10 s. Rang20]5
3) SetSensitivity.
Sensitivity
Similarity of the background image tioe object. The higher the value is, more easily the
detection alarm will be triggered.
7. Set the arming schedule. Refer@onfigure Arming Schedule

8. Set the linkage actions. Refer@onfigure Linkage Actions
9. ClickApply.
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6.2.15 Unattended Baggage Detection

Unattended baggage detection detects the objects left over in a predefined region such as the
baggage, purses, dangerous materials, etc., and a series of actions can be takethevhlarm is

triggered.
Steps
1. Go toSmart Analysi$bhSmart Event SettingBhOther Events

2. Select a camera.
3. ClickJnattended Baggage

|Enable Unattended Baggag...

Area Settings  Arming Schedule  Linkage Action

Arming Area 1
Time Thres...5  se— = 3600 5

Sensitivity 1 es— w100 50

Stop Drawing Clear

Figure 613 Unattended Baggage Detection

4. Checlenable Unattended Baggage Detection
5. Optional: ChecBave VCA Picturéo save the captured unattended baggage detection pictures.
6. Set the detection rules and detection areas.

1) SelecArming Area

ClilNote

Up to 4 areas are selectable.

2) Drag the sliders to s@&ime Thresholdand Sensitivity.

Time Threshold

The time of the objects left in the region. If the value is 10, an alarm will be triggered after
the object is left and stayed in the region for 10 s. Rang@0[5

Sensitivity
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Similarity of the background image to the object. The highervalue is, more easily the
detection alarm will be triggered.
3) Clickbraw Regiorand draw a quadrilateral in the preview window.
7. Set the arming schedule. Refer@onfigure Arming Schedule
8. Set linkage actions. fee to Configure Linkage Actions
9. ClickApply.

6.2.16 Object Removal Detection

The object removal detection function detects the objects removed from a predefined region,
such as the exhibits on display, and a series b€ can be taken when the alarm is triggered.

Steps

1. Go toSmart Analysi§hSmart Event SettingehOther Events
2. Select a camera.
3. ClickObject Removable

|Enable Object Removal Det...

Area Settings  Arming Schedule  Linkage Action

Arming Area 1
Time Thres..5 e w— 3600 5

Sensitivity 1 e— —— 100 | 50

Draw Area Clear

Figure 614 Object Removal Detection

4. Checlenable Object Removable Detection
5. Optional: ChecBave VCA Pictuite save the captured object removable detection pictures.
6. Follow these steps to set the detection rules and detection areas.

1) SelecArming Area

E@Note

Up to 4 areas are selectable.
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2) Drag the sliders to s@ime Thresholdand Sensitivity.

Time Threshold

The time of the objects removed from the region. If the value is 10, alarm will be triggered
after the object disappears from the region for 10 s. Rang20J5

Sensitivity
The similarity degree of the backgralirmage. If the sensitivity is high, a very small object
taken from the region will trigger the alarm.

3) ClickDraw Areaand draw a quadrilateral in the preview window by specifying four vertices of
the detection region.
7. Set the arming schedule. ReterConfigure Arming Schedule

8. Set the linkage actions. Refer@onfigure Linkage Actions
9. ClickApply.

6.2.17 Audio Exception Detection

Audio exception detection detects abnormal souma$he surveillance scene, such as a sudden
increase/decrease in sound intensity.
Steps

1. Go toSmart Analysi$§hSmart Event SettingehOther Events
2. Select a camera.
3. ClickAudio Exception

| Face Detection ) [ Vehicle ) Line Crossing | | Intrusion ) [Region Enirance) | Region Exiting | Unattended Ba.., Object Removal |
- Defocus Sudden Scene ..} PIR Alarm

Camera [D1] IPCamera 01 ~ Save VCAPi

Exception Detection ~ Arming Schedule  Linkage Action

[[] Audio Loss Exception
Sudden Increase of Sound Intens...

Sudden Decrease of Sound Inten

Figure 615 Audio Exception Detection

4. Optional: ChecBave VCA Pictuite save the captured audio exception detection pictures.
5. Set the detection rules.
1) SelecException Detection
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2) CheclAudio Loss Exceptigrbudden Increase of Sound Intensity Detectja@nd/or Sudden

Decrease of Sound Intensity Desttion.

Audio Loss Exception
Detects a steep sound rise in the surveillance sceneS&aditivityand Sound Intensity
Thresholdfor the steep sound rise.

Sensitivity
The smaller the value is, the more severely the change would trigger the detectiage Ran
[1-100].

Sound Intensity Threshold
It can filter the sound in the environment. The louder the environment sound is, the higher
the value should be. Adjust it according to the environment. Rand®(].

Sudden Decrease of Sound Intensity Detection

Detects a steep sound drop in the surveillance scene. Detection sensithiA0]J1
6. Set the arming schedule. ReferGonfigure Arming Schedule
7. Set the linkage actions. Refer@onfigureLinkage Actions
8. ClickApply.

6.2.18 Defocus Detection

Image blur caused by lens defocus can be detected.

Steps
1. Go toSmart Analysi$hSmart Event SettingehOther Events

2. Select a camera.
3. ClickDefocus
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Figure 616 Defocus Detection

4. Chek Enable
5. Optional: ChecBave VCA Picturt® save the captured defocus detection pictures.
6. Set the detection sensitivity.

Sensitivity
Sensitivity range: FLOO]. The higher the value is, the more easily the defocus image will be
detected.
7. Set tle arming schedule. Refer @onfigure Arming Schedule

8. Set the linkage actions. Refer@onfigure Linkage Actions
9. ClickApply.

6.2.19 Sudden Scene Change Detection

Scene change detectiatetects the change of the surveillance environment affected by external
factors, such as the intentional rotation of the camera.

Steps

1. Go toSmart Analysi$hSmart Event SettingBhOther Events
2. Select a camera.
3. ClickSudden Scene Change
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Figure 617 Sudden Scene Change

4. Checkenable
5. Optional: ChecBave VCA Picturte save the captured sudden scene change detection pictures.
6. Set the detection sensitivity.

Sensitivity
Ranges from 1 to 100, the higher the value, the more easilghla@ge of scene can trigger
the alarm.
7. Set the arming schedule. ReferQonfigure Arming Schedule

8. Set the linkage actions. Refer@onfigure Linkage Actions
9. ClickApply.

6.2.20 PIRAlarm

A PIR (Passive Infrared) alarm is triggered when an intruder moves within the detector vision field.
The heat energy dissipated by a person or any other warm blooded creature such as dogs, cats,
etc., can be detected.

Steps

1. Go toSmart Analysi$§hSmart Event SettingehOther Events
2. Select a camera.
3. ClickPIR Alarm
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O Enable PIR Alarm
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Figure 618 PIR Alarm

4. CheclPIR Alarm

5. Optional: ChecBave VCA Picturte save the captured of PIR alarm pictures.
6. Set the arming schedule. ReferGonfigure Arming Schedule

7. Set the linkage actions. Refer@onfigure Linkage Actions

8. ClickApply.

6.2.21 Thermal Camera Detection

The NVR supports the event detection modes of the themealork cameras: fire and smoke
detection, temperature detection, temperature difference detection, etc.

Before You Start
Add the thermal network camera to your device and make sure the camera is activated.

Steps

. Go toSmart Analysi$bhSmart Event &tings lhOther Events

. Select a thermal camera.

. Optional: Chec8ave VCA Pictutte save the captured pictures of detection.
. Select an event detection (Temperature Measurement Alarm, etc.).

. Set the arming schedule. ReferGonfigure Arming Schedule

. Set the linkage actions. ReferGonfigure Linkage Actions

. ClickApply.

~NOoO ok WNBRE
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6.2.22 Queue Management

After connecting with queue management camera, you can set thergy schedule and linkage
action of queue management.

Before You Start
Ensure the recorder have connected with queue management camera.

Steps

1. Go toSmart Analysi$§hSmart Event SettinghOther Events

2. Select a queue management camera.

3. Optional: ChecBave VCA Picturte save the captured pictures of detection.
4. Set the arming schedule. Refer to Chafitenfigure Arming Schedufer details.
5. Set the linkage actions. Refer to Chagienfigure Linkage Actiorfer details.

6. ClickApply.

6.3 Target Detection

In live view mode, the target detection function can achieve smart detection, facial detection,
vehicle detection, and human body detection during the last 5 seconds and the following 10
seconds.

Steps

1. In live view mode, clickargetto enter the targe detection interface.
2. Select different detection types: smart detectiam '), vehicle detectionés), facial detection
(&), and human body detectiori).

lilNote

For thermal cameras, the temperature measurement event is in smart dete )nthe face
capure and facial temperature measurement are in facial detect £). (

3. Click # to set alarm configuration.
1) Select IP Camera(s) and 10T channel(s), and complete access control event display settings.

Display PopUp
Enable this function, the pepp including person type information, body temperature and
maskwearing status (optional) will be displayed once the alarm is triggered.

Mask Not Wearing Event

Temperature units including Celsius degree and Fahrenheit degjrithe detected target
are available. Enable this function, when the target does not wear mask, thepopll
show yellow. Meanwhile, if the target has exceptional body temperature, theyowill
turn red.

4. Select the historical analys® § or reaktime analysis <) to obtain the results.
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[:E]Note

The smart analysis results of the detection are displayed in the list. Click a result in the list to
play the related video.

6.4 Configure Arming Schedule

Steps

1. ClickArming Schedule
2. Clickedit
3. Select a day of the week and set the time period. Up to eight time periods can be set each day.

lilNote

Time periods cannot repeat or overlapped.
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Edit
Weekday Mon -
Start/End Time 00:00-24:00
Start/End Time 00:00-00:00
Start/End Time 00:00-00:00
Start/End Time 00:00-00:00
Start/End Time 00:00-00:00
Start/End Time 00:00-00:00
Start/End Time 00:00-00:00
Start/End Time 00:00-00:00
Copy Apply OK Cancel

Figure 619 Set Arming Schedule

4. You can clickopyto copy the current day arming schedule settings to other day(s).
5. ClickApplyto save the settings.

6.5 Configure Linkage Actions

Alarm linkage actions will be activated when an alarm or exception occurs, including Event Hint
Display, Full Screen Maaiing, Audible Warning (buzzer), Notify Surveillance Center, Trigger
Alarm Output, and Send Email.

6.5.1 Configure Auteswitch Full Screen Monitoring

When an alarm is triggered, the local monitor displays in full screen the video image from the
alarmingchannel configured for full screen monitoring. And when the alarm is triggered
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simultaneously in several channels, you must configure the-awitch dwell time.

E@Note

Auto-switch will terminate once the alarm stops and back to the live view interface.

Steps

1. Go toSystemlpLive View hGeneral
2. Set the event output and dwell time.

Event Output
Select the output to show the event video.

Full Screen Monitoring Dwell Time

Set the time in seconds to show the alarm event screen. If alarms arertitg
simultaneously in several channels, their-gdlreen images will be switched at an interval of
10 seconds (default dwell time).
3. Go to thelinkage Actiorinterface of the alarm detection (e.g., motion detection, video
tampering, face detection, efr
4. Select thd-ull Screen Monitoringalarm linkage action.
5. Select the channel(s) Trigger Channefor full screen monitoring.

6.5.2 Configure Buzzer

When an alarm is detected, the buzzer will make an audible beep.

Steps

1. Go toSystemlbpLive Viev lhGeneral

2. Checlenable Audio Output

3. Set the audio volume.

4. ClickApply.

5. Go toLinkage Actiorinterface of the alarm detection (e.g., motion detection, video tampering,
face detection, etc.).

6. SelecBuzzeras the alarm linkage action.

6.5.3 Notify Surveillance Center

The device can send an exception or alarm signal to the remote alarm host when an event occurs.
The alarm host refers to the PC installed with client software (e.g.,4208, iVMS200).

Steps

1. Go toSystemlpNetwork 'hAdvancedihMore Settings

2. Set the alarm host IP and alarm host port.

3. Go toLinkage Actiorinterface of the alarm detection (e.g., motion detection, video tampering,
face detection, etc.).
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4. SelectNotify Surveillance Center

6.5.4 Configure Emallinkage

The system can send an email with alarm information to a user or users when an alarm is
detected.

Steps

1. Go toSystemlpNetwork lhAdvancedrhEmail

2. Set the email parameters.

3. ClickApply.

4. Go to thelinkage Actiorinterface of the alarm dtection (e.g., motion detection, video
tampering, face detection, etc.).

5. SelecSend Emaialarm linkage action.

6.5.5 Configure Audio Alert

When an alarm is triggered, an audio file will be played as the linkage action. The audio file can be
customizeal. Refer tcAudio Managemenffor details.

Before You Start
Ensure the audio files are imported to the device.

Steps

lilNote

This linkage action is only available for certain events.

1. CheclAudio Alertin Normal Linkage
2. Click:=: to select audio file.

3. Select an audio file.

4. Set arming schedule.

5. ClickOK

6. ClickApply.

6.5.6 Trigger Alarm Output

The alarm output can be triggered by the alarm input, motion detection, video tampering
detection, face detection, line crossing detection, and any all other events.

Steps

1. Go toLinkage Actiorinterface of the alarm detection (e.g., motion detectidace detection,
line crossing detection, intrusion detection, etc.).

2. InTrigger Alarm Outputsarea, select the alarm output (s) to trigger.

3. Go toSystemhEventfbNormal EventhAlarm Output
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4. Select an alarm output item from the list.

E@Note

If the device has 8 alarm outputs, the Ctrl 12V power is controled by alarm output 9. Connect
positive pole to A of Ctrl 12V, and connect negative pole to B of Ctrl 12V. The power will be
turned on when the alarm output is triggered.

6.5.7 Configure Audiand Light Alarm Linkage

For certain network cameras, you can set the alarm linkage action as audio alarm or light alarm.

Before You Start
Ensure your camera supports audio and light alarm linkage.
Ensure the audio output and volume are properly configured
Steps

1. Go to the linkage action interface of the alarm detection (e.g., motion detection).
2. SetAudio and Light Alarm Linkages your desire.
3. ClickApply.

6.5.8 Configure PTZ Linkage

The system can trigger the PTZ actions (e.g., call preset/patrol/pattern) when the alarm event, or
VCA detection events occurs.

Before You Start

Make sure the connected PTZ or speed dome connected supports PTZ linkage.

Steps

1. Go toLinkage Actiorinterface of the alarm input or VCA detection (e.g., face detection, line
crossing detection, intrusion detection, etc.).

2. Select th®TZ Linkage

3. Select the camera to perform the PTZ actions.

4. Select the preset/patrol/pattern No. to call when the alagwents occur.

EE]Note

You can set only one PTZ type for the linkage action each time.
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Chapter 7 10T

loT (Internet of Things) feature allows you to build connections between your video recorder and
0T devices, including access control and alarm deviggso Vecorder will receive alarms from
connected 0T devices. You can configure linkage actions like triggering recording and full screen
monitoring, when loT alarm occurs.

7.1 Add an IoT Device

[:E]Note

Maximum number of 10T channel is the half of maximusgbtwork camera number of your video
recorder.

7.1.1 Add an Access Control Device

Add Hikvision alarm host and video intercom devices to receive alarms. You can configure linkage
actions like triggering recording and full screen monitoring, when an atacurs.

Before You Start

Install access control devices. Ensure network communication between access control devices and
video recorder is well.

Steps

1. Go toBusiness ApplicatiombloTIHAccess ContrdihDevice Management
2. ClickAdd.

Figure 71 Acess Control

3. Enter access control device informati@evice IPPort, Transfer ProtocalUser Name and
Passwordmust be the same with access control device.
4. Optional: ChecEknable 10T Time Syras your desire.
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[:E]Note

All 10T channels can be enabled/disabled with shortcuts.

1. Go toMaintenancelhSystem ServicEhMore Settings
ClickTime Sync ConfiguratigrselectEnable 10T Time Syme Disable 10T Time Syro
enable/disable scheduled time sync for all IoT channels.

DeepinMind

LVIEW-NOW UPNP Reportng  Time Sync Configuration

Figure 72 10T Time Sync
This function is only available for the admin user.

5. ClickAdd.

7.1.2 Add an Alarm Device

Add alarm devices of various manufacturers to receive alarms. You can configure linkage actions
like triggering recording and full screemonitoring, when an alarm occurs.

Before You Start

Install alarm devices. Ensure network communication between alarm devices and video recorder is
well.

Steps

1. Go toBusiness ApplicatiofibloT I'hAlarmhDevice Management
2. ClickAdd.
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T

Figure 73 Alarm Device
3. Enter access control device information. The information must be the same with the alarm

device to add.
4. Optional: ChecEknable IoT Time Syras your desire.

E@Note

All 10T channels can be enabled/disabled with shortcuts.

1. Go toMaintenance NHhSystem ServicEhMore Settings
ClickTime Sync ConfiguratigrselectEnable 10T Time Syme Disable 10T Time Syrio
enable/disable scheduled time sync for all IoT channels.

DeepinMind 3

LVIEW.NOW UPNP Reporting  Time Syne Configuration

Figure 74 10T Time Sync
This function is only available for the admin use

5. ClickAdd.
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7.2 Configure the Linkage Action and Arming Schedule

Configure the linkage actions and arming schedule for access control or alarm devices. Linkage
actions will be triggered when the designate alarm occurs.

Steps
1. Click « of an added IoT device.
Config
Channel [1OT01] he+"200 - Name hE+*200 Device Type Hikvision Access Control Device

Event Configuration  OSD Display Configuration
Event Type Authentication Passed - Enable Copy to

Linkage Actlon  Arming Schedule

Mormal Linkage Trigger Alarm Output Trigger Channel

Full Screen Monltoring Local->1 D1

Audible Warning Local-=2
Molify Survelllance Cenler

Local->3

Send Email
Local->4

QOSD Display
Local->5

Figure 75 Configure loT

. SeleckEvent TypeThe following configuration is only valid for the selected event type.
. CheclEnable
. Check linkage actions as your desire. For detailed steps, refamtiigure Linkage Actions

E@Note

Full Screen Monitoringand OSD Displagre only valid for the selecte@irigger Channel

B WN

ol

. ClickArming Schedule

6. Configure arming schedule. For detailed steps, ref@dofigureArming ScheduleLinkage
action is only valid during the set schedule.

7. ClickApply.

7.3 Configure OSD

You can display alarm information received from I0T devices on live view image.

Steps

1. Click = of an added IoT device.
2. CheclOSD Displagn Event Configuration interface.
3. SelecfiTrigger Channel
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4. ClickOSD Display Configuration

Channel  [IOT01] h6+'200 - Name h&+:200 Device Type Hikvision Access Control Device
Event Configuration  OSD Display Configuration

Device Name Card No Event Name

Name ID No

Character Encod Latin-1(iso-8858-1)
Qveriay Mode Page
Font Size Small Large

Font Color . [L] Jl

Display for(s) ]

_ iiiacad
For exar antered card number will be shown as *==

Figure 76 OSD Configuration

5. Select items, includirngevice NameCard No, Event NameName andID No, to display on
live view image. The items arelgrior access control devices.
6. Configure OSD properties.

Overlay Mode- Scroll
The OSD will automatically scroll to show the new alarm information.

Overlay Mode- Page
When the current OSD cannot show more alarm information, it will automaticallyttunew
page.

Privacy Settings

Enter privacy information you want to mask. Masked privacy information will be replaced by
*, Privacy information includelSvent Device Card Name andID.
7. Adjust the quadrilateral of yellow frame on the preview windovadjust [oT OSD size and
position.
8. ClickApply.

7.4 Search the 1oT Record

Search alarms by time, by event type, or by channel.

Steps

1. Go to event record interface.
¢ Access control: Go tBusiness ApplicatiombloTlHAccess ContrdihCard SwipindRecord
¢ Alarm device: Go tBusiness ApplicatiombloTIMAlarmIhSearch Data
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Time Custom - 2019-05-18 00:00:00 2019-05-18 23:59:59
Channel [Al] 1IOT Channel

Event Type All - Event Subtype All

Name Card No.

Figure 77 Search Event Record (Access Control)

Time Custom . 2019-05-19 00:00:00 2019-05-19 23:59:59
Channel [AN] IOT Channel
Main Type GJD Alarm Event o Sub Type All

Figure 78 Search Event Record (Alarm Device)
2. Specify search conditions.

ClilNote

Nameé Card No. When card swiping event oc@jithe access control device will upload card
name and card No. to video record. You can search event by card name or card No.

3. Clicksearch
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No. Event Type MName Card No. Card Type Time Event Source View
1 Time Sync. Event 05-18-2019 14:04:39 10701
2 Time Sync. Evenl 05-18-2019 14:05:39 1070
3 Time Sync. Event 05-18-2019 14:06:39 10701
4 Time Sync. Evenl 05-18-2019 14:07:39 10701
5 Time Sync. Event 05-18-2019 14:08:39 10701
[ Time Sync. Evenl 05-18-2019 14:09:35 10701
T Time Syne. Evenl 05-18-2019 14:09:40 10701
8 Time Sync. Event 05-18-2019 14:10:39 10701
9 Time Sync. Evenl 05-18-2019 14:11:40 10701
10 Time Syne. Event 05-18-2019 14:12:40 10701
11 Time Sync. Evenl 05-18-2019 14:13:39 10701
12 Time Sync. Evenl 05-18-2019 14:14:40 10701
13 Time Syne. Event 05-16-2019 14:14:41 10701
14 Time Sync. Evenl 05-18-2019 14:15:40 10701
15 Time Sync. Event 05-18-2019 14:16:40 IoTo
16 Time Sync. Evenl 05-18-2019 14:17:40 10701
7 Time Sync. Evenl 05-18-2019 14:168:40 10701
18 Time Sync. Eveni 05-18-201% 14:15:40 10701
19 Time Sync. Evenl 05-18-2019 14:19:46 10701
20 Time Sync. Event 05-18-2019 14:20:40 10701
Total: 22 P: 11

Figure 79 Search Result (Access Control)

No, Channel Time Main Type Sub Type Slatus Data View

1 10T03 05-18-2019 14:49:56 GJD Alarm Event PIR Detection alarm

Figure 710 Search Result (Alarm Device)

7.5 10T Video/Picture

Configure the event recording or capturing schedule for the selected trigger channel, the channel
will automatically record videos or capture pictures when loT alarm occurs.

7.5.1 Configure the Event Recording/Capturing

The video recorder can record videmscapture pictures when an loT alarm occurs.

Steps

1. Click « of an added IoT device.

2. Select desire@tvent Type

3. Checlenable

4. ChecKrigger Channefou want to record event videos or capture pictures when an alarm
occurs.
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Config

Channel [OT03] IOTO3 s Name 10703 Device Type GJD Alarm Device
Event Configuration ~ OSD Display Configuration
Event Type PIR Detection alarm » Enable Copy to

Linkage Actlon  Arming Schedule

Mormal Linkage Trigger Alarm Output Trigger Channel PTZ Linkage

Local->1 D1
Ful Scresn Monitoring PTZ Linkage [D1] Camera 01
Audible Warning Local->2

Preset Mo.

Molify Survelliance Cenler Local>3

Patrol No
Send Email
Local->4

OSD Display Pattern No
Local>5

Figure 711 TriggerChannel
5. ClickApply.
6. Configure the event recording or capturing schedule. Here we take the example of configuring
event recording to describe the steps.
1) Go toStoragel'bScheduldhRecord
2) SelecCamera Noand checkEnable ScheduleThe camerahould be the camera you select
in step 4.
3) Select the recording type &vent
4) Drag the mouse on the time bar to set the event detection recording schedule. Refer to
Configure Recording Scheddl® details.
5) ClickOK

89



Network Video Recorder User Manual

Camera No. [D1] Camera 01

Enable Schedule

B continuous [l Event B wotion
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Figure 712 Event Recording

Result

When an alarm occurs, the selected trigger channel will start event recording.

7.5.2 Search 10T Video

Search loT event triggered videos.

Steps

1. Go toFile ManagementhVideolhSearch by Event

3

4

5

o

Advanced

Edit
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Time Today - 2020-11-25 00:00:00 2020-11-2523:59:59
Camera [All) Camera
Event Type Al -

PIR Alarm

Fire Source Detection

Temperature Detection
Temperature Difference Detection
Regional People Queuing-Up
Waiting Time Detection

Human Body Detection

POS Event

Stranger Detection Alarm
Successful Face Picture Comparison
Failed Face Picture Comparison
Multi-Target-Type Detection
Temperature Measurement Pre-Alarm
Video Intercom Event

GJD Alarm Event

Luminite Alarm Event
Figure 713 Search Event Video
2. Set search conditions.
Camera
Select it as the selected trigger channels in IoT linkage action configuration.
Event Type

Select the desired loT event.
3. Clickstart Search
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Chapter 8 Smart Report

8.1 People Counting

Peoplecounting calculates the number of people entering or leaving a certain configured area and
creates daily/weekly/monthly/annual reports for analysis.

Steps

1. Go toSmart Analysi$hSmart ReporihCounting
2. Select a camera.

3. Select the report type.

4. SetDateto analyze.

Heat Map
Weekly Report  Monihiy R \nnual Report 25-08-2017

People Entered People Exited

oo eooeoe0eo0o0e

2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24

Figure 81 People Counting
5. Optional: ClickExportto export the report in Microsoft Excel format.

8.2 Heat Map

Heat map is a graphical representation of data. The heat map function is used to analyze how
many people visited anstayed in a specific area.

Before You Start

The function must be supported by the connected IP camera and the corresponding parameters
must be set.

Steps

1. Go toSmart Analysi$hSmart ReporfhHeat Map
2. Select a camera.

3. Select the report type.

4. SetDateto analyze.
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A4 Counting

Camera [D1] IPCamera 01

Figure 82 Heat Map
. ClickCounting

E@Note

As shown in the figure above, red color block (255, 0, 0) indicates the most trafficked area, and
blue color block (0, 0, 255) indicates the kpspular area.

The results will belisplayed in graphics marked in different colors.
. Optional: ClickExportto export the statistics report in Microsoft Excel format.
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Chapter 9 File Management

9.1 Search Files

Specify detailed conditions to search videos and pictures.

Steps

1. Go toFie ManagementihVideo, or File ManagemenfhPicture

2. Select a search method. For examflearch by Appearan¢®r Search by Event

3. Specify detailed conditions, including time, camera, etc.

4. ClickStart Search

5. ClickChannelto select a channels your desire. It will display the searching results of the
selected channel.

6. Optional: Click = or to switch view mode.

7. Optional: For videos, clio® or in different view mode to lock a video. The locked video
will not be overwritten.

8. Optional: Export search results.
1) Select result file(s) from the search result interface, or clset&ct Allto select all files.
2) Clickexportto export the selected file(s) to a backup device.

[:E]Note

You can clicl to view export progress.

You can click 7 to return to search interface.

9.2 Export Files

Export files for backup purposes to a USB device, or eSATA HDD.

Steps

1. Search files. Refer 8earch Filefor details.

2. Select files.

3. Clickexport

4. Optional: For vehicle files, cheBlackup License Plate Statistics Inoexport license plate
statistics information later.

5. Select the file to export agideo and logand clickOK

6. Select the backup device and folder path.

7. ClickOK

94



Network Video Recorder User Manual

9.3 QuickBackup

All the videos can be backed up with a shortcut.

Steps

1. Go toFile ManagementhVideo.
2. Search video(s) by setting different conditions (appearance, event or tag).
3. ClickQuick Backup

DeepinMind

Search by Appearance  Search by Event  Search by Tag

BTN T

Figure 91 Quick Backup

9.4 Smart Search

9.4.1 Faceélicture Search

Search by Face Picture Comparison Event

Search face picture by face picture comparison results.

Steps

1. Go toFile ManagementhSmart SearclihFacelhSearch by Event
2. Set the start time and end time.

3. Select a channel.

4. SelectventTypeasFace Picture Comparison

5. ClickStart SearchThe search result list displays 1 channel.
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6. ClickChannelto select a channel as your desire. It will display search results for the selected
channel.

What to do next
Refer toView Searching Result

Search by Appearance

Search face picture by appearance.

Steps

1. Go toFile ManagementhSmart SearcliihFacelhSearch by Appearance

2. Set search conditions.

3. ClickStart SearchThe search result list displaystannel.

4. ClickChannelo select a channel as your desire. It will display search results for the selected
channel.

What to do next
Refer toView Searching Result

View Searching Result

Double click a file to view the egkd video.
ClickExportto export the selected file(s) to a backup device. You can$étdct Alto select all
files.

EE]Note

You can clicl to view export progress.You cancli. ¥ to return to search interface.

9.4.2 Human Search

Search pictures blyuman body detection alarms.

Steps

. Go toFile ManagementhSmart SearclibHumanl'hSearch by Event
. Set the start time and end time.
. Select a channel.
. Selectvent TypeasHuman Body Alarm
. ClickStart SearchThe search result list displayxhannel.
. ClickChannelto select a channel as your desire. It will display search results for the selected
channel.
. Optional: Export search results.
1) Select result file(s) from the search result interface, or clset&ct Alto select all files.
2) Clickexportto export the selected file(s) to a backup device.

O Ul WN PR

\I
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[:E]Note

You can clicf] to view export progress.
You can click ¥ to return to search interface.

9.4.3 Vehicle Search

You can search and view the matched vehpitdures.

Steps

. Go toFile ManagementhSmart SearcliihVehicle

. Select a search method. For examflearch by Appearan¢®r Search by Event

. Select the IP camera for the vehicle search.

. Set search conditions.

. ClickStart SearchThe sear result list displays 1 channel.

. ClickChannelo select a channel as your desire. It will display searching results for the selected
channel.

. Export search results.
1) Select result file(s) from the search result interface, or clsed&ct Allto select all files.
2) Clickexportto export the selected file(s) to a backup device.

E@Note

You can clicH] to view export progress.
You can click v to return to search interface.

O Ul WNBE

\‘
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Chapter 10 Storage

10.1 Storage Device Management

10.1.1 Manage Loc&lDD

Configure HDD Group

Multiple HDDs can be managed in groups. Video from specified channels can be recorded onto a
particular HDD group through HDD settings.

Steps

1. Go toStoragel'hStorage Mode
2. SelecMode asGroup

3. ClickApply.

4. Go toStoragel'bhStorage Device
5. Select a HDD.

- Add £ Init Tolal Capacity 1863.03GB Free Space 1702.00GB

W Label Capacity Status Property Type Free Space Group Edit Delete
5 931.52GB Normal RMW Local 871.00GB 2 X

7 931.52GB Normal RW Local 831.00GB 1 X

Figure 101 Storage Device
6. Click to enter Local HDD Settings interface.
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Local HDD Settings

HDD No. 5
HDD Property * RW Read-only Redundan...
Group 1 @2 3 4 5 6 7 8

9 0 11 12 13 14 15 16

HDD Capacity 931.52GB

Figure 162 Local HDD Settings

7. Select a group number for the HDD.
8. ClickOK

[ENote

Regroup the cameras for HDD if the HDD gnoumber is changed.

9. Go toStoragel'hStorage Mode

10. Select group number from the list.

11. Select related camera(s) to save videos and pictures on the HDD group.
12. ClickApply.

Configure the HDD Property
HDD property can be set as R/W, Readly, or Redundant.

Before You Start
Set the storage mode to Group. For detailed steps, ref€@dafigure HDD Group
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Steps

1. Go toStoragelhStorage Device
2. Click' -~ of desired HDD.
3. Select HDProperty.

R/W
HDD supportboth read and write.

Readonly
Files in reaebnly HDD will not be overwritten.

Redundant

Save the videos and pictures not only in the R/W HDD but also in the redundant HDD. It
effectively enhances the data safety and reliability. Ensure at least anBifBBrwhich is in
Read/Write status exists.

4. ClickOK

Configure the HDD Quota

Each camera can be configured with an allocated quota for storing videos or pictures.

Steps

1. Go toStoragelhStorage Mode

2. SelecMode asQuota.

3. Select a camera to sgtiota.

4. Enter the storage capacity in the text fielddddx. Record Capacity (GBhdMax. Picture
Capacity (GB)

5. ClickCopy toto copy the quota settings of the current camera to other cameras.

6. ClickApply.

EE]Note

When the quota capacity is set @ all cameras will use the total capacity of HDD for videos
and pictures.
Reboot the video recorder to activate the new settings.

10.1.2 Add a Network Disk

You can add the allocated NAS or IP SAN disk to the device, and use it as a network HDD.

Steps

1. Go toStoragelhStorage Device
2. ClickAdd.
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Custom Add

NetHDD NetHDD 1 ~

Type NAS -

NetHDD IP 120 .36 .2 . 39

NetHDD Directory /nas/device1/11| Search

OK Cancel

Figure 163 Add NetHDD

3. SelectNetHDDtype.

4. EnterNetHDD IRaddress and clicRearchto search the available NetHDD.

5. Select the desired NetHDD.

6. ClickOK

7. The added NetHDD will be displayethi@a HDD list. Select the newly added NetHDD and click
Init.

10.1.3 Configure Cloud Storage

The cloud storage function enables the device to upload videos to a cloud server. It may not only
save your local HDD storage space, but also let you access mdeagonveniently. You can
enable cloud storage via web browser.

Before You Start

Ensure your device is properly connected to Internet, and you have the correct cloud storage
information.
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Steps
1. Go toConfigurationhStoragel'hStorage ManagemenfbCloud Storage

/| Enable Cloud Storage

Protocol Version | Cloud2.0 v
Server IP (0.0.0.0
Server Port [0

Encryption Password [

|
\
Password [ }
|
l

Picture Storage PoolID |0

Test

Figure 164 Cloud Storage

2. Checlenable Cloud Storage
3. Set cloud storage server parameters.

ClilNote

There are multiple pools in a cloud storage server. A pool is like an HDD, it is used for store files.
Each pool has an ID, hence yowé#o get the pool ID from storage server.

4. ClickTestto test if parameters are valid.
5. Clicksave

10.1.4 Manage eSATA

ClilNote

The eSATA function is only available for certain models.

Configure eSATA for Data Storage

When there is an external eSA@&vice connected to your video recorder, you can configure the
eSATA usage as data storage and manage the eSATA.

Steps
1. Go toStoragel'hAdvanced
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2. Select eSATWsageasExportor Record/Capture

Export
Use the eSATA for backup.

Record/Capture
Use he eSATA for record/capture. Refer to the following steps for operating instructions.

eSATA eSATA1 -
Usage Record/Capture -

Figure 165 eSATA Mode

What to do next

If eSATA usage is setRecord/Capture enter the storage device interface to edit its property or
initialize it.

ConfigureeSATA for Auto Backup

If you made an automatic backup plan, the video recorder will back up the local videos of 24 hours

ahead of the backup start time to eSATA.

Before You Start

Ensure the device has correctly connected with an external eSATA hardathiviés usage type is
set aseExport Refer toManage eSATAor details.

Steps

1. Go toStoragel'hAuto Backup
2. CheclAuto Backup
3. Set the backup start time Btart Backup at

[:E]Note

If the day experiences a failed backup, the video recorder will back up the videos 48 hours
ahead of the backup start time in the next day.

1N

. Select channels for backup.

. SelecBackup Stream Typas your desire.

. SelecOverwrite type.

¢ Disable When HDD is full, it will stop writing.

¢ Enable When HDD is full, it will continue to write new files by deleting the oldest files.
7. ClickApply.

o O1
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Backup Status
Current Status

Last Backup

Auto Backup Settings
Auto Backup

Start Backup at

Unplanned

Unplanned

0000

Select Channel(s) for Backup Select All
D1 D2 [BE] D4 D5 D& D7 D8
Da D10 D1 D12 D13 D14 D15 D16
D17 D18 D1a D20 D21 D22 D23 D24
D25 D26 D27 D28 D24 D30 D31 D3z

Backup Stream Type Main Stream Sub-Stream = Dual-Stream

Backup to ESATA

Overarite ¢ Dizable Enable

Figure 166 Configure eSATA for Auto Backup

10.1.5 Dynamically Adjust Recording Writing Buffer

Dynamically adjust recording writing buffer allows the device to adjust buffer memory dynamically

when bit rate exceeds limit.

Steps
1. Go toStoragel'hAdvanced

2. Checlbynamically Adjust Recording Writing Bufteravoid video loss when bit rate is higgh

than 4 Mbps.
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DeepinMind

Storage Device
9 Enablo HOD Sicoping

a VCA Data

Dynamically Adjust Recording

Figure 167 Dynamically Adjust Recording Writing Buffer

DﬂNote

This function will result in higher memory use. Restart the device after you enable/disable the
function.

10.2 Disk Array

A disk array is a data storage virtualizatienhnology that combines multiple physical disk drives
into a single logical unit. Also known as a "RAID", an array stores data over multiple HDDs to
provide enough redundancy so that data can be recovered if one disk fails. Data is distributed
across thalrives in one of several ways called "RAID levels", based the redundancy and
performance required.

EE]Note

The functions in this section are only available for certain models.

10.2.1 Create a Disk Array

The video recorder supports softwabased dislarrays. Enable the RAID function as required, and
ensure each HDD capacity is not less than 4 TB. Two ways are available for creating an array: one
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touch configuration and manual configuration.

OneTouch Creation

Onetouch configuration creates the diskray. By default, the array type created by ei@eich
configuration is RAID 5.

Before You Start

Install at least 3 HDDs. If more than 10 HDDs are installed, 2 arrays will be created. To maintain
reliability and stability running of the HDDs, it is recomuheth to use of enterpriséevel HDDs of

the same model and capacity.

Steps

. Go toStoragel'bAdvanced

. Checlenable RAID

. ClickApply and reboot the device to have settings take effect.
. After reboot, go td&toragelhRAID SetupbhPhysical Disk

. ClickOnetouch Config

. EditArray Nameand clickOKto start configuring.

lilNote

If you install 4 or more HDDs, a hot spare disk for array rebuilding will be created.

O Ul WNBE

7. Optional: The video recorder will automatically initialize the created array. Gtotagel'h
RAID SetupbArrayto view the information of the created array.

Manual Creation

Manually create a RAID 0, RAID 1, RAID 5, RAID 6, or RAID 10 array.

Steps

1. Go toStoragelhAdvanced

2. Checlenable RAID

3. ClickApply and reboot the device to have settings take effect.
4. After reboot, go tdtoragelHhRAID SetuphPhysical Disk

5. CliclCreate
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Create Array

Array Name

RAID Level RAID 5 -
Initialization Type Initialize (Fast) -
Physical Disk 1 2 5 9 10

Array Capacity (Estimated): 0GB

OK Cancel

Figure 168 Create Array

6. EnterArray Name
7. SelecRAIDLevelas required.
8. Select the physical disks to constitute the array.

Table 101 The Required Number of HDDs

RAID Level The Required Number of HDDs
RAID 0 At least 2 HDDs.
RAID 1 At least 2 HDDs.
RAID 5 At least 3 HDDs.
RAID 6 At least 4 HDDs.
RAID10 The number of HDD must be an even ranges from 4 to 16.
9. ClickOK

10. Optional: The video recorder will automatically initialize the created array. Gtotagel'h
RAID SetupbArrayto view the information of the created array.

=]  Recording Schedule

Storage Device b lame e e us Level Rebuild Delele Task

09 Reid Selup 1 Array01 3725/3725G 2510 Degraded  RAIDS x Rebuild(Running) 0%

Physical Disk

Firmware

Figure 109 Array List
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10.2.2 Rebuild an Array

The array status includes Functional, Degraded, and Offline. To ensure the high security and
reliability of the data stored in an array, take immediate and proper maintenance of the arrays
according its status.

Functional
No disk loss in the array.

Offline
The number of lost disks has exceeded the limit.

Degraded

If any HDD fails in the array, the array degrades. Restore it to Functional status by rebuilding the
array.

Configure a Hot Spare Disk

The hot spare disk is regad for the disk array automatic rebuilding.

Steps
1. Go toStoragelhRAID SetupbhPhysical Disk
W No. Capacity ~ Array Type Status Model Hot Spare Task
1 1863.02GB Array01 Array Functional ST2000VX000-1CU164 None
2 2794 52GB Normal Functional ST3000VX000-9YW166 None
5 1863.02GB Array01 Array Functional ST2000VX000-1CU164 None
9 2794 .52GB Normal Functional ST3000VX000-1CU166 None
10 1863.02GB Array01 Array Functional ST2000VX000-1CU164 None

Figure 1010 Physical Disk
2. Click -~ of an available HDD to set it as the hot spare disk.

Automatically Rebuild an Array

The video recorder can automadity rebuild degraded arrays with the hot spare disks.

Before You Start
Create hot spare disks. For details, refeCnfigure a Hot Spare Disk

Steps
1. Go toStoragelHRAID SetupbArray.
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* Recording Schedule

[l storage Device No Name Free Space Physical Disk Hot Spare Status Level Rebuild Delete Task

1 Array01 3725/3725G 2510 Degraded RAID 5 X Rebuild(Running) 0%

oo
C

0 Raid Setup

Physical Disk

Firmware

Figure 1011 Array List

Manually Rebuild an Array

If no hot spare disks are configured, rebuild a degraded array manually.

Before You Start
At least one available physical disk must exist to rebuild an array.

Steps

1. Go toStoragelhRAID SetupbArray.
2. Click -~ of the degraded array.
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Rebuild Array

Array Name Array01

RAID Level RAID 5

Array Disk 5 10
Physical Disk 2 9

o

Figure 1012 Rebuild Array
3. Select the available physical disk.
4. ClickOK
5. ClickOKon the pop up message box "Do not unplug the physical disk when it is under
rebuilding.”
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Chapter 11 Hot Spare Device Backup

Video recordes can form an N+M hot spare system. The system consists of several working video
recorders and at least one hot spare video recorder. When a working video recorder fails, the hot
spare video recorder would switch into operation, which increases the rktjabf the system.

A bidirectional connection shown in the figure below is required to be built between hot spare
video recorder(s) and working video recorders.

Set hot spare Add working
setworking device ¥ i . devices and other
device ;
hot spare devices

Figure 111 Building a Hot Spare System

A

lilNote

Up to 32 working devices and 32 hot spdewvices are allowed.
It is recommended to use all devices in a same model for compatibility. Contact your dealer for
details of models that support the hot spare function.

11.1 Set Working Device

Steps

1. Go toSystemlhHot Spare
2. SetWork ModeasNormal Mode

lilNote

Normal Modeis set by default.

Work Mode Normal Mode
IP address of the hot spare device

Hol Spare Device Working Slatus Disconnecled

Note: Please configure hot spare relation in the hot spare device

Figure 112 Set Working Recorder
3. ClickApply.
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[:E]Note

Repeat the above steps to set other working devices.

11.2 Set Hot Spare Device

Hot spare device will take over working device tasks when wodenge fails.

Steps

1. Go toSystemlhHot Spare
2. SetWork ModeasHot Spare Mode

Work Mode Hot Spare Mode

Figure 113 Hot Spare

3. ClickApply.
4. Clickresin the popup. Your device will restart automatically.

EE]Note

The camera connection will be disabled when the dewiogks in hot spare mode.
It is highly recommended to restore the device defaults after switching the work mode of hot
spare devices to normal mode to ensure the normal operation afterward.

11.3 Manage Hot Spare System

Steps

E@Note

Up to 32 working devicgeand 32 hot spare devices are allowed in the hot spare system.
Only one hot spare device can add working devices and other hot spare devices. You can find
the hot spare device IP address from working devices.

1. Go toSystemlhHot Sparethrough the hot spare device.
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Work Mode Hot Spare Mode

Woerking Device Sellings l { Add < Delete

No. IP Address Connection Stalus Working Status Edit Delete

Hot Spare Device Sethings [ +~ Add X Delete

No IP Address Edit Delete

Figure 114 Add Working Device

2. ClickAdd in Working Device Setting® add working devices to the hot spare system.
After refreshing the interface, you can view the working status of working devices from the hot
spare cekvice interface. Also, the working status and IP address of the hot spare device can be
viewed from working device interface.

Table 111 Working Status of Working Device

Working Status

Description

Monitoring

Working devices are working properly.

No needfor backup

The working device goes offline and has
never been monitored before.

Backing up

The working device has been monitored
before but goes offline. A hot spare device
will take over the working device, and recor,
the videos of network cameras conred to
the working device. The video backup
function can be enabled for one working
device at a time.

Waiting for synchronization

The working device comes back online, anc
waits for the a hot spare device to sync
videos.

Synchronizing

The hot spare devicis restoring videos back
into the working device. The synchronizatio
function can be enabled for one working
device at a time.

Synchronization finished

Videos are restored back to the working
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Working Status Description

device. The work device is recovered.

3. ClickAddin Hot Spare Device Settings add hot spare devices to the hot spare system.
4. Optional: Clicbeleteto delete working devices or hot spare devices as your desire.
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Chapter 12 Network Settings

12.1 Configure DDNS

You can set Dynamic DNS service for nelftvamcess. Different DDNS modes are available:
DynDNS, PeanutHull, and N2

Before You Start

You must register the DynDNS, PeanutHull, oiRi®ervices with your ISP before configuring
DDNS settings.

Steps
1. Go toSystemphNetwork ThTCP/IHFHDDNS

TCPAP DDNS PPPoE NTP NAT

Enable

DDNS Type DynDNS - User Name test
Server Address member.dyndns.org Password
Device Domain Name = 1233dyndns.com

Status DDNS is disabled.

Apply

Figure 121 DDNS Settings

2. Checlenable

3. SelecDDNS Typeas DynDNS.

4. Enter Server Address for DynDNS (i.e., members.dyndns.org).

5. Under Device Domain Name, enter the domain name obtained from the DynDNS Website.
6. EnterUser Nameand Passwordregistered in the DynDNS Website.

7. ClickApply.

12.2 Configure PPPoE

If the device is connected to Internet through PPPOE, you need to configure user name and
password accordingly und&ystembNetwork ThTCP/IFHPPPoE
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Contact your Internet service pralgr for details about PPPoE service.

12.3 Configure SNMP

You can configure SNMP (SNMP v2 and SNMP v3) settings to get device status and parameter
information via web browser. SNMP v3 adds cryptographic security to SNMP v2, and provides
security with authefication and privacy.

Before You Start

Download the SNMP software to receive device information via the SNMP port. By setting the trap
address and port, the device is allowed to send alarm events and exception messages to the
surveillance center.

Steps

1. Go toConfigurationlhNetwork lhAdvanced SettingfhSNMPvia web browser.
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SNMP v2
[] Enable SNMP v2¢
Read SNMP Community  public
Write SNMP Community  |private
Trap Address

Trap Port 162

SNMP v3
[] Enable SNMPv3
Read UserName
Security Level no auth, no priv v
Authentication Algorithm e MD5 () SHA
Authentication Password  eeesee
Private-key Algorithm e DES () AES
Private-key password ssooce
Write UserName
Security Level no auth, no priv v
Authentication Algorithm @ MD5 ) SHA

Authentication Password eeeeee

Private-key Algorithm e DES() AES
Private-key password (XYY
Trap Address
Trap Port 162
SNMP Other Settings
SNMP Port (161

Figure 122 SNMP Settings

2. Enable SNMP v2 or SNMP v3 as your desire.
3. Set related parameters.

4. SetSNMP Port

5. ClickSave
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12.4 Configure Email

The system can beonfigured to send an-mail notification to all designated users when a
specified event occurs such as when an alarm or motion event is detected, or the administrator
password is changed, etc.

Before You Start

The device must be connected to a local aneéwork (LAN) that contains an SMTP mail server.
The network must also be connected to either an intranet or the Internet depending on the
location of the email accounts to which you want to send notifications.

Steps

1. Go toSystempNetwork lhAdvancedihEmail
2. Configure the email settings.

Server Authentication

Check to enable the function if the SMTP server requires user authentication and enter the
user name and password accordingly.

SMTP Server

The IP address of SMTP Server or host name (mtp,263xmail.com).
SMTP Port

The SMTP port. The default TCP/IP port used for SMTP is 25.
Enable SSL/TLS

Check to enable SSL/TLS if required by the SMTP server.
Sender

The sender's name.
Sender's Address

The sender's address.
Select Receivers

Select tle receiver. Up to 3 receivers can be configured.
Receiver

The receiver's name.
Receiver's Address

The email address of the user to be notified.
Attached Image

Check to send email with attached alarm images. The interval is the time between sending
two subsequent alarm images.

Interval
The time interval for capturing the attached images.
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3. Optional: Enable the alternate SMTP, and configure the required parameters for alternate
SMTP. When the preferred SMTP is invalid, the device will use alternate SMTP to send emails.

4. Optional: ClicKestto send a test email.

5. ClickApply.

12.5 Cofigure Port Mapping (NAT)

Two ways are provided for port mapping to realize the remote access via thesggsent
YSGg2N]lZ 'tytun FYR Ylydzt YIFILLAYy3ID

Before You Start

LF¥ &2dz gl yd G2 SylroftS GKS !'tytun FdzyOlignoyy 27F
the router to which your device is connected. When the network working mode of the device is

set as multiaddress, the Default Route of the device should be in the same network segment as
that of the LAN IP address of the router.

Universal Plugandt @ 0!t yt nu0 OlYy LISN¥YAG GKS RSOAOS as|
network devices on the network and establish functional network services for data sharing,
O2YYdzyAOIFI GA2yax S0 [ 2dz Oy dzaS (G KS |'ddviget © ¥ dz
to the WAN via a router without port mapping.

Steps
1. Go toSystemhNetwork ThTCP/IHFHNAT.

Enable O
Mapping Type

Port Type Edit External Port External IP Address Port UPnP Stalus

Figure 123 Port Mapping Setting

2. Checlenable
3. SelecMapping TypeasManual or Auto.
¢ Auto: If you selecAuto, the port mapping items areead-only, and the external ports are set
by the router automatically.
¢ Manual: If you seled¥lanual, you can edit the external port on your demand by clicking to
activateExternal Port Settings
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E@Note

You can use the default port No., or change it accaydmactual requirements.

External Port indicates the port No. for port mapping in the router.

The value of the RTSP port No. should be 554 or between 1024 and 65535, while the value of
the other ports should be between 1 and 65535 and the value muslifferent from each
20KSNY LT YdZf GALX S RSOAOSE INBE O2yFAIdz2NBR 7T
value of the port No. for each device should be unique.

4. Enter the virtual server setting page of router; fill in the blankt#rnal Souce Portwith the
internal port value, the blank dExternal Source Pomvith the external port value, and other

required contents.

lilnote

Each item should be corresponding with the device port, including server port, http port,

RTSP port and https port.
Thevirtual server setting interface below is for reference only, it may be different due to
different router manufactures. Please contact the manufacture of router if you have any

problems with setting virtual server.

External Internal

Delete Source Protocol Internal Source IP Source Application
Port Port

O |81 TCP v||192168251.101 | |80 'HTTP v

Figure 124 Set Virtual Server Item

12.6 Configure Port

You can configure different types of ports to enable relevant functions.

Steps
1. Go toSystemrhNetwork lhAdvancedbMore Settings
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Figure 125 Port Settings
2. Configure port settings as needed.

Alarm Host IP/Port

With a remotealarm host configured, the device will send the alarm event or exception
message to the host when an alarm is triggered. The remote alarm host must have the client
management system (CMS) software installed. The alarm host IP refers to the IP address of
the remote PC on which the CMS software (e.g., MEID) is installed, and the alarm host

port (7200 by default) must be the same as the alarm monitoring port configured in the
software.

Server Port
Server port (8000 by default) should be configured fanoge client software access and its
valid range is 2000 to 65535.

HTTP Port
HTTP port (80 by default) should be configured for remote Web browser access.

Multicast IP

Multicast can be configured to enable Live View for cameras that exceed the maximum
number allowed through network. Both IPv4 and IPv6 are available for multicast IP address.
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