M1 Z-Wave Gateway Setup Guide

Revision 1.1

Introduction

This setup guide will guide you through the steps on setting up the Ness M1 Z-Wave
Gateway.

Hardware Required

M1XEP (Ethernet Module) with M1XEP firmware 2.0.42 or above. (101-215)
M1 Z-Wave Gateway (101-296)

Computer

Active Internet connection

Notes

Ensure you are not connected with EIKRP after you have setup and programmed the
M1. By being connected will stop all M1 protocols and the M1 Z-Wave gateway will not
communicate to the M1. Wait approx 1-2 minutes after disconnecting from EIkRP
before testing and using the M1 Z-Wave Gateway.
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1.1 Setting Up the M1XEP

Before anything can be setup in the M1 Z-Wave Gateway, there is a few steps you
need to check and setup in the M1XEP (Ethernet Module).

1. Open your M1 Account in EIKRP, and connect to your panel via the M1XEP.
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2. Once connected, from the ‘accounts details’ page, click on the M1XEP Setup
button.
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3. Select the ‘TCP/IP Settings’ tab and ensure you have the IP address set as a static
IP address. Also ensure you have enabled the non-secure Port. Keep note of
both settings as you will need this for later on. If you make any changes, press
the ‘send’ button at the bottom of the page to send the settings to the M1XEP.

MIXEP Setup

25 3 Passwords | Emai | Central Siztion | Dynamic DNS | Time Server | Audio System | M1Cioud |

Device Nams |:|,|'“ W Used during the "Find” process to help identify M1XEPs f there are mors than one on the sams network:

fthe M1XEZ vall be assigned an IP Address by 2 DHCP server, select "Aesigned an [P zddress " To assign = fixed address, select "Use z siafic IP
address.” In most cases. it is accepiable to use DHCP which sutomatically does all the work of seting up the network ID, subnet mask, and
?éi'?:ru‘ay. However, if you decide to choose a static IP address, you will need to manually complete =l these fields. Consult your IT professionzl or

these detzils.
" JAssigned an 12 zddress viz DHCE ¥ Enable Nom-Secure Forl .
e UseostabclPoddess: — 1 hurd-party dewices use the non-secure port for unencrypied communications.
—_— 2][]13: For secunity reasons. this port should not be mapped outside the local network. I
IF Address 192 .88 . 0 _ 1% itis not needed, it should be disabled.
Subnet Mzck 355 255 .25 D Socurc P
S [ urc Fort
Defsul Gareway (192768 0 . 1 — ElkRP and some third-party dzvicss use the secure port for encrypted
25013 communications. If you intend to access the M1 through the Internet. this port
should be mapped via 2 router to the cutside.
© Obtain DNS ically  TestDNS |
~¥ Specify DNS Addrezses touse: Disvuvery
Primary $.3.8.3 [ Enable Discovery of MIXEP for Copy IP Address and Secure Port
5 dary 5 5 3 2 AMX and Control4 systems above to the Account Details Sereen:__ Copy I

Auto-ONS zvailable on MTXEP firmware ver 1.3.20 andlzter only. [Test DNS] works on ver 2.0.12and later only.

Reboot Send | Receive Find Close

EIkAF -> M1  M1-> EIkRP

Page 2 Ness M1 Z-Wave Gateway Setup Guide



4. Once the M1XEP settings have been confirmed and sent to your panel, close the

M1XEP setup screen. (Don’t disconnect from the panel yet).

5. Ensure your M1XEP is running firmware version 2.0.42 or above.
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1.2 Setting up the M1

Before the M1 Z-Wave gateway will detect any devices from the M1, the M1 panel

needs a few settings set first.

Zones

Select the + icon next to ‘Zones’ from the side menu in EIKRP, and choose the expander

from the list to see the zones on it.
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Select the zone from the list and ensure it has a name. If the zone has no name (or
starts with a space) then it will not display and won’t work with the M1 Z-Wave
Gateway.

Ensure the zone definition is not set to disabled.

Zone 001

Folder kems

B Account Details
-0 Uses

&[] Areas
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=

-2 Keypads
1. Jfl Zonee (Inpute)
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1
Il Zone 002
Il Zone 003
Jfl Zonc 004
Il Zone 005
Jfl Zone 006
Il Zone 007

Il Zone 015

Tasks

Select ‘Tasks’ from the ‘Automation’ menu to view the Tasks in EIKRP.

Zone: 1

|Name|

—Confi

Definition |00 = Disabled

Type |0 = EOL Hardwire / Wireless

Alenl‘la:

I: Silent alarm

I: Use dizler delay
I: Listen in
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—Voice Description———
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|{E|lank}

|(Ellunk}

A task is like a macro and is used in the M1 Rules.

Only the tasks that have a name and have the ‘Show’ box ticked will display and can
be used in M1 Z-Wave Gateway.
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Lighting
Name
All the lights you want to use in the M1 Z-Wave Gateway needs to have a name. Ensure

that the light doesn’t start with a space otherwise it won’t display or work with the M1
Z-Wave Gateway.

Format
Set the light format to ‘Standard’.

Type
Set the Light type to ‘On/Off switch’

Opt / Show Boxes
Tick both of these boxes for the lights that you want to use in the M1 Z-Wave Gateway.

(Voice Description can be left blank)

Lighting
Folder kems x
: & Account Detals Opt Voice Description
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Outputs

Give an output a name that you want to use in the M1 Z-Wave Gateway. Ensure it does
not start with a space else it won’t work and won’t display.

Ensure you tick the ‘show’ box for the outputs you want to use.

Outputs
Folder tems ®
= Account Detads Name Show  Voice Description
o Uses LI Outout 001 -
&[] Areas P Oitout 002 ~
= Keypads EIN Outout 003 ~
w3 m {"";:.]) PR Outout 004 v
—F s
- % Cutoff Timers S 00 005 4
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& Telephones 7 Output 007 =
-85 Communicator 8 Output 008 v
E-48% Automation Output 009 v
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-] Lichting Output 011 2
% 2 [EETE ~
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Globals

Make sure all ‘Serial port 0 transmit options’ is ticked under the Globals ‘G29-G42
Special tab’.
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e ! min(s). 4.524/51.24 w laka.
Scrial Port 0 Tranamit Optiona
[\7] Fventlag §77 Zone changes {1 Output changes
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(Must not match a user code nor match the 1ast 4 digits if
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LI Whreless Jam | letect O
“(Not avai R =

Disconnect from EIKRP, once the above is complete.
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On-site Local b
Telephone Dial-up [ =
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1.3 Setting up the M1 Z-Wave Gateway

Make sure you only have 1 network adaptor enabled and connected.

Ensure this network connection has an activate internet connection. Without an
internet connection you won’t be able to setup the M1 Z-Wave Gateway.

aF MNetwork and Shanng Centes - |m]
4+ 3 5 ControlPanel » &l Control Panel fems > Network and Sharing Center w & arch Control Pane ¥ -]
) View your basic network information and set up connections
Control Fansl Heeme L

Vi yOUN BItRE Retaars

Change adapier setiings
Change advanced thanng [ Hew Wi-Fi Becess type Inkernet ]

fings Pubike setwiik Connections: ol Wi-F [MHess Wo-F,

Change your netwerkng selting.

s et up 2 new connecten e metwer
=
Sek up 2 broadband, dial-up, or VPH connechion; or 5t up 2 rovter or sccess powk.

- T - 8 mroklerm
= " !

! Blagrrose and repais nebwork problens, o get broublesheating information.

Plug in the M1 Z-Wave Gateway into the network.

Open a web browser and enter in home.getvera.com.

Sign into your account. If you don’t yet have an account click on the blue box to sign up.

Vera user, click (he bullon

+

R e —— |
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Click on the ‘Add another controller’ button.

Q W s . Getver.com dashboard driply ~ @G Sesch. 2=
T Vour Controllers x
Fe Edit Yeew Fpostes Jook Hep

ﬁ No Controllers Found...

| S

Select ‘Verakdge’ from the list.

Veralidge

@ .
= \ >
VeraLile VeraLile G

If not done already ensure the LAN cable is plugged into M1 Z-Wave Gateway and
power it up.

o ©
e o
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Once your device is powered up, it should then automatically display in the list in the

web browser.

Click on your device to set it up.

Do not disconnect your gateway while it’s being setup.

Click on the ‘Next Step’ at the bottom of the page.

Please do not umplug the contralier
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Once the M1 Z-Wave gateway is ready, click on the ‘Go to dashboard’ button up the top
right.

{2
E -
1]
G e-1 '

Click on the ‘Connect’ button next to your controller. This will connect to your
controllers (M1 Z-Wave Gateway) local IP address.

e el el el el

(e
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1.4 Setting up the M1 Plug-in

Select ‘Apps’ > ‘Install Apps’ from the side menu.

Jswing2

My apps >

Install apps

NaualAm amne hY

Search for the app Ness M1 then click on the ‘details’ button.

Dashboard | - t | I
. nstall apps
Cameras > _. S
scenes > m
Noesz 01
Energy + |
semngs +

Confirmation required
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This will download and install the plug-in. It can take approx 2 minutes to complete. If it
sits on the ‘Config: Start configuration’ message for longer than 5 minutes, then refresh
the web page.

“

Config: start configuration. This should not take more than 2 minutes.
Config found dewice: & for app: 901

Config waiting app dara for app- 9051

Config found spp data.

Config: conlig deta was nol lound. Waiting lon ..

Config it is now sate to exit this screen

After the plug-in is installed, click on select ‘Apps’ > ‘My Apps’.

e g

lmetall amme *

Now that the Ness M1 Plug-in is installed, Click on the ‘Create Device’ button.

vera

Smor lsr Home Conlial Thu  5:00:54 PM

Dashboard > Ness M1 < Back
Devices >
Cameras >
Scenes >
Mudditional Information ha
Frnergy +
o Appid: 205
Semings +

Current Version 1

Latest Version ~//

My apps

[ Autc Update

Instzll apps > There are no devices ae

Develop apps >

Users & Account Inlo +

Page 12 Ness M1 Z-Wave Gateway Setup Guide



Select ‘Devices’ from the side menu. You will now notice a new device from the ‘No
Room’ sub section called Ness M1. Click on the right arrow next to this to configure it.

Dashboard >

View by-

Click ¢ toselect favorites

Cameras >

| <cenes 5 No Room

. Energy - 2
Settings +
Apps +

Users & Account Info 4

Services + .
e Aaron Office
Login *
SmanSwirch & - ~ e
. . ’ .
Click on ‘Advanced’ from the list.
AL A=, -
Smarier Homs Canlral o
S ) _
Micwie 1 psrc
Cameras > M W
Seeres 2 Assigned to room.
Please choose & room b

Encrgy +
S + s ctonve:
Anps +

Conlral b
Users & Account Info +
Serviies - Ardvanced >
Lamn Leoabal b

Without modifying or changing any other settings, enter in your M1XEP IP address,
followed by a colon ( : ) and then the M1XEP non-secure port, into the ‘IP’ field in the web
browser.

Contral

device #115 MIXEP Setup

Introduction

| Passwords I Email | Central Station | Dynamic DNS | Time Sewe(l Audio System | M1Cloud

Params

Device Name [Training Room M1 Used during the “Find™ process to help identify M1XEPs if there are more than one on the same network.

name Ness Alarm Panel |f the MTXEP will be assigned an |P Address by a DHCP server, select "Assigned an IP address." To assign a fixed address, select "Use a static [P
o address.” In most cases, itis acceptable to use DHCP which automatically does all the work of setting up the network ID, subnet mask. and

gateway. However, if you decide to choose a static IP address, you will need to manually complete all these fields. Consult your T professional or

ISP for these details

device_type urrrschemas-micasaverde-com device Nes:
¢ Assianed an |P address via DHCP (¥ Enable Non-Secure Port
% Use a static |P address: | hurd-party devices use the non-secure port for unencrypted communications .
) i - |2‘|(]1i" For security reasons, this port should not be mapped outside the local network. If
alud P Address 152163 0 251 itis not needed, it should be disabled.
Subnet Mask 255 2550255 O T
. - . Secifre Port
ip 92.168.0.251:2101 Default Gateway [ 192 168 0 _ 1 —  EIkRP and some third-party devices use the secure port for encrypted
260 = communications. If you intend to access the M1 through the Internet. this port
should be mapped via a router to the cutside.
mac ; ‘Obtain DNS
*+ Specify DNS Addresses to use. —Dischvery
Primary g .8.8.8 r Ehable Discavery of M1XEP for Copy IP Address and Secure Port
manufacturer Frrrriey Moz 163, 0 . 1 AMX and Control4 systems above to the Account Details Screenﬂl
Auto-DNS available on M1XEP firmware ver 1.3.20 and [ter only. [TestDNS] works on ver 2.0.18 and later only.
model
R Send | Receive Find I Close ‘
idl_parent 0 EIkRP-=M1 M1 -> EIkRP
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Then press the ‘back’ button up the top of the page.

Conrol Back

Hensi s C
device #115

- nables nmmand
name Mess Alarm Panel
device ype urn:schemas micasaverde com:deviceNes!
aldd
Ip 197 168 (0 2512111
mac

Click on the ‘Save Changes’

1Jashhnard >

Conrrol Back

Davice nama:
Cameras > Mess alarm Panel
Stenes > Assigned w roun:

Plcasc choosc a room v
Fnergy +
Seltings +
Anns + Lo

Cuslumer Care >
Location >
Backup >
| nos %

Click on ‘Reboot from along the top.

Net & Wi-fi
Troubleshoot nenwork Reset to default network settings

Internet access

Intermnet access is ok.

Avibearesaatic Dhengic o Dlealesr figae
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You need to wait approx 2-5 minutes for the gateway to fully reboot and power up. All
the LEDs on the unit should be lit up once it’s ready to be used again.

Once M1 Z-Wave Gateway has rebooted, click on ‘ devices’ from the left side menu. The
devices that have been discovered from your M1, it will automatically display on the
screen.

vera i

Smarter |lome Conlrol

arshibiard *>

Ruowm

Chick e 0 seler favnrines, ¥ Aod Device
¢ ~
S— 5 Mo Roo >
1 nergy + & % L3
Semngs + ' M Oulpul 3 Oulpy.. > ' P Dl 12 Oulp.. h ' L& Lghuoe >
L F- L J ~rT L e
Apps + - - -
Users & Account Info + * * *
Services +
o Q- > ® - > Q vosron >
v v L
Login
* * *
' Ness Curpur & OuIpl > ' dess Cumpa 14- Ourp ) ' PICE >
L o L - v A
* * *
' jecs DUtpUT b. DUtpU > ' e Dutput 15, O 5 =, Mess Koo Sersor »
oy
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1.5 Creating an Scene

A scene is similar to the M1 rules engine.

You can write a scene when a M1 light turns on, then turn the Z-Wave light on:

"Whenever" "Then"
L
Ao I A
N\
O =
M1 Light turns on hallway light turns on

Or, another example..
When the M1’s PIR triggers then turn a Z-Wave light on.

"Whenever" "Then"
—
T i NE
'\\
{2 v
M1 Motion sensor detects motion hallway light turns on

The scene is written in the M1 Z-Wave gateway and not in the M1.

To create a scene, click on the Scene from the list on the left.

UasN03ard s
Dewces >
Cameras >

Energy +

Carrirure 4+
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Next, click on the ‘Add Scene’ button like shown below.

19°C gy

Mon 73640 PM

+ Add Scene

Click on ‘Select a device’, and then select the device you want to use as a trigger.

For example, if you want a Z-Wave light to turn on when a M1 light turns on, then you
would need to select the M1 Light from this list. (This acts as a ‘Whenever’ trigger)

Add Scene

Help for scene creation

Dack to Scene List

Step 1: Select a Inigger

device that will rigger acdvation of this scene.

Whenever the...

Select adevice >

Click on ‘A device is turned on or off’.

Whenever PLC 1: Light01_.

A device is turned on or off

Encrgy Usage gocs above

Energyv Lisame mnec helnw

You then have the option to select when the device turns on or turns off from the drop
down box. Choose the one you require and then click on the ‘Validate’ button down the
bottom of the page.
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Whenever PLC 1: Light01...
A devire is furned on or off °
Which mode | Whenever the PLC 1: Light01 is turned on v

Click on the ‘Next Step’ option at the bottom.

Step 1: Sclect a Trigger

Device Trigger .
. . . @ L fig o
Whenever the PLC 1. LightQ1 is turred on

Add another trigger +

I Mext Step |

Select the ‘Select Device’ option.

Step 2: Device Actions

What do you want to have happen?

Select Devices >

Add delayed action +

Moyt Ston

This will give you a list of all your devices, including the M1 and Z-Wave devices.

Choose the device you want to control.

For Example, if you want the Z-Wave light to turn on when the M1 light turns on then
you would select the Z-Wave device from the list. (This acts as a ‘Then’ trigger)

In my example | want to turn a Z-Wave light on, so | would select the Z-Wave Light from
the list. Then click on the Next button from the bottom of the page.

Aaron Ollice Adin A

smarlbwilch &
Filrm Swirch

Push Dimmer

Z Wave Light

& 1 Mulusensor

@1} q
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Since | am controlling a light, this allows me to choose what state | want the light to be as

well as the color and the dim level. Once you have selected the options for the device you
have selected then click on Validate.

Interlaces & Mise Devices

Then click on the ‘Next Step’ button.

Step 2- Device Actions

Whal do you want wo have happen?

Immediately Z-Wave Light Level 100% _. (1 morg)

Add delayed aclion +

| Next Step |

The last step has some advance features.

Since we are controlling the M1 Z-Wave gateway device with the M1, you can leave the
fields as is, and just give the device a name at the bottom of the screen.

Once done click on ‘Finish’.

Step 3: hinish the Scene

This scene runs...

When | am in any mode

When this scene runs...

Notily these users

Alsu, execute the [ullowing Luup code:

No Luup Code defincd

Achvanced Editor

Select Room

Room Mame: Mo Hoom v

Name Your Scene

Mame: Untitled Scene

Finish
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You can now test this new scene by clicking on the < icon next to the scene you just
created, or simply triggering the M1 function which triggers the Z-wave device.

Note, you may need to wait approx 10 seconds after pressing the finish button from
above, while it saves the scene to your M1 Z-Wave gateway.

If you created a scene to turn the device on then you would also need to write another
scene to turn it off.

For Example, if you just created a scene to turn on a Z-Wave light when the M1 light
turns on like:

Scene 1:

"Whenever"

—
3

N\
<0

M1 Light turns on Z-Wave light turns on

Then you would need to create another scene in the M1 Z-Wave gateway to turn the Z-
Wave light off when the M1 light turns off.

Scene 2:
"Whenever" "Then"
—
\and f 'WAVE
N\
7/ T
M1 Light turns off Z-Wave light turns off

User Created Scenes Last Run Next Run Run Modify  Remove

No Room

@ Kiechen Light O 23052013 11:27:40 AM — > £
o Kitchen Light ON ?2-06-7018 11-21-27 AM — > Vi

=13

Bk
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Additional Information:

Customer Service

Phone: 1300551991 (M-F 8:30am — 5:00pm)
Email: customerservice@ness.com.au
YouTube: www.youtube.com/nesscorporation
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